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3 orasgay Ha BHKAQZEHE, 3 METOIO IIOKPAIlleHHS MOXKAWBOCTEM
po3cAinyBaHHa JAaHOI KaTeropii 3A04HMHIB HE0OXiHE BOCKOHAAEH-
HS SK [IPOLIECYaABHOI'0 3aKOHOIABCTBA TaK 1 KpHUMiHaAiCTHYHOrO
(moctitiHol PO3pOOKKM HOBITHBOI METOOMIN 30MpaHHA Ta HOCAI-
PKEHHS €AeKTPOHHHUX M0Ka3iB Ha JIOCYAOBOMY IIPOBAa/XKEHHIi, Ta
MEeTOOHMKAa MOCAIIZKEHHS IIUX A0Ka3iB y CyZoBoMy 3acimanHi). 3
ypaxyBaHHSIM Cy4aCHHX MOXKAMBOCTEH KPUMIHAAICTHKH HEOOXimHO
OigBUINTH NpHUHAMMHI 0a30BUE piBeHb 3HAHB y raaysi IT TexHo-
AOTiH ycix ocib, sKi 3aiCHIOBATUMYTE IIOIIYK i (hiKcalliro Ta gocai-
KYBaTUMYyTh €AEKTPOHHI IOKA3H.

Oodepxxaro 01.11.2017

YOK 343.1 + 004

BiTaaiii BikTropoBuy HOCOB,
KaHoudam mexHiUHUX Hayk, doueHm, npogecop kagedpu kibepbesnexu
paxynememy Ne 4 Xapriecbkoz0 HAUIOHAILHO20 YHigepcumemy
8HYMPIWHIX cnpas

JAESKI IPAKTHKH 3ABE3NIEYEHHS HAJIEXKHOCTI JOKA3IB,
OTPUMAHHMX 3 OHJIAUH PECYPCIB

3A0YMHHY, IO IIOB’I3aHi i3 TOPTiBAEIO AIOABMMU, IITHPOKO 3aCTO-
COBYIOTH iH(popMaIllifiHi TeXHOAOTII IIIAIXOM: OpraHizaillii B oHAaiH-
peXuMi CeKc-4aTiB, Bifle0 TPAHCAAINH CEKCyaAbHUX [Oiif; BepOy-
BaHH{ JXEPTB Yepe3 BeO-CaiiTH 3 OrOAOIIIEHHSIMH IIPO IIpalleBAAlIl-
TyBaHHS, IIyOAikarii Ha pi3HOMaHITHHUX pecypcax B IHTepHeTi
IIPOITO3ULIiH IIIO0 HAaJaHHS CEKCYaAbHUX IIOCAYT; 1 Take iHIIe.

[Ipu poscaimyBaHHS 3A0YHHIB TOPTIBAL AIOABMM, BUMHEHUX i3
3aCTOCYBaHHSIM iH(pOpMAIHUX TEXHOAOTIH, 3AiHCHIOETHCS TTOLIYK
MOKa3iB, Ha IACTaBi SKUX Cyd OyZie BUPIIIyBaTH ITHTAHHS PO
BUHY IIiIO3PIOBAaHUX B YYMHEHHI KPHUMiHaABHOIO 3A04HHYy. OH-
Aa¥H-pecypcH B [HTepHeTi, moB’a3aHi i3 TOPriBA€IO AIOIBMU, MOXK-
Ha PO3rAdaaTH 9K IIUMPPOBI [JKepesa PeYOBUX A0KA3iB, AKi MAIOTh
IIeBHi YHIKaAbHI XapaKTEpPUCTHKM IIOPIBHAHO i3 TpagUIlifHUMM
JOKa3aMH.

BiamoBinHo no cr. 94 KpuMiHaABHOTO IIPOIIECyaAbHOTO KOOEK-
cy YKpaiHH KOXKeH [oKa3 y KPHMiHAABHOMY IIPOBAaKEHHI Mae
OILIiHIOBATHCA 3 TOYKM 30pPy HAAEXKHOCTI, JOILyCTHUMOCTI, JOCTOBIp-
HocTi. IIpu oIiHIII HaAeXKHOCTI AOKa3iB i3 IHU(MPOBUX mdXKepes iH-
dopMallii MOXKXYyTh BHUKOPHCTOBYBATHCHA KPHUTEpPii: CIIpaBXKHOCTI,
IOBHOTH, HAOIWHOCTI, 1€ PEKOHAWBOCTI.

[as 3abe3riedeHHSI HAA€KHOCT] JOKA3iB, OTPUMAHUX 3 OHAAWH
pecypciB B IuTepHeTi, IpencTaBAIE€TbCH AOIIABHUM BUKOPUCTAHHS
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nopsan i3 TpagUIIHHUMHE MeTOAAMH CIEIU(IYHUX IIPAKTHK IOKY-
MEHTYBaHHS, 1110 HABOAATECH HUXKYE.

Bineo 3axomaenHsa ekpaHy (video screen capture). [IomiabHO
pa3oM i3 3aIIMCcoM Ha BifeoKaMepy IIPOIEeCY OTASLY OHAAMH pecyp-
CiB BUKOPHCTOBYBAaTHU CIIEIliaAbHI IIpOorpaMu IIM(POBOTO Bimeo3a-
nucy indgopwmaritii, sKka BUBOAUTHCSI HA eKpaH. [JOpeYHHM € BUKO-
pucraHHsa 6e3KOIITOBHUX IIPOrpaM 3 BIIKPHUTHM BUXIIHUM KOIOM,
Hamrpukaazn, ShareX (https://getsharex.com/).

[linTBepAKEHHS CIIPaBXKHOCTI BeO-CTOPIiHKU. /A BU3HAYEHHS
CIIPaBXKHOCTI BeO-CTOPiHKY, 1110 OyZe oragaaTHcs, Ho-Ieplie, OOo-
IIABHO 3a [JOIIOMOIOI0 VTHAIT KOMAaHIHOIO pdaaKa THILy tracert
(traceroute) 3acdikcyBaTH MapHIpyT IPsAMyBaHHS JaHUX OO0 cepBe-
pa, Ha gkoMy po3MmimreHo Beb-caiit. [lo-gpyre, 3adikcyBaTu 1mpo-
IleC OTPHUMAaHHS HEIPsIMOTo MOOCTYIy (depe3 IIPOKCci) mo Beb-
CTOPIHKH, HAaIPUKAa depe3 cepBic Google Translate. [ag 110ro B
aZpecHOMy pPsSAKYy Opay3epy HOTPiOHO BBECTH aapecy LiABOBOLO
CaMTy (XXXX.XXX):

https:/ /translate.google.com/translate?sl=en&tl=ru&u=http:
/ [ XXXX.XXX,

[le BUCTaBUTH HaIIpSM IIepeKaaay Ha OPHUriHaAbHY MOBY BeO-
cropiku. B mpomy Bumanky cepBep Google migkarodaeTbcd 10
cepBepy, A€ 3HaXOAUTLCH MOTpibHa BeG-CTOpiHKA, 3aluTye 3a3Ha-
yeHUU BebO-pecypc i mepemae oTpuMaHi AaHi. JKINo 3ammcaT
IpolleC TEePEBIPKU HAa BiAeO, TO MOXKHA HiATBEPAWUTH, IO 3Iific-
HIOETBCSI OTASIZT CIIPaBXKHBOI BeO-CTOPIHKH, IIPU IILOMY 4ac i mata
BinBigyBaunHa Google Translate, IP-agpeca i URL 6ynyTs Bimobpa-
JKEeHi B )XypHaaax cepBepiB Google.

36epexenusa BuxigHoro HTML-koxay BeO-cTopinku. [dasa 36e-
pexxennsa BuxigHoro HTML-koxy BeG-CTOPiHKU OOCTATHBO y Opay-
3epi BUOpaTH omiliro «30eperTu CTOPiHKY 9K» abo «Patin - 36epertu
aK». TakoXK y KOHTEKCTHOMY MEHIO € omis «[loguBUTHCH BHUXIA-
HUH KoM», KUH MOXKHA 30€perTH 9K TEKCTOBUI (palia.

CrBOpeHHd MOBHOI Korii Beb-caiity. B meakux Bumaakax y cy-
OOBOMY IIpolleci HmOTPiOHO OEeMOHCTPYBaTH IIOBHUE BMICT BeO-
caiity. 3 MeToro dikcaillii BMicTy ycboro Beb-caiiTy, a He OKpeMoil
BeO-CTOPIHKM, MOXKHa CTBOPUTH KOIIIO CaUTy IAd IIEPETAdny B
aBTOHOMHOMY PE€XKHUMi, HaIpUKAaZ, 3a [IOIIOMOIOI0 IIPOrpaMu
HTTrack Website Copier (http://www.httrack.com), ska 3aBaH-
TasKy€ MOB’s3aHi Be6-00’€KTH 3a BU3HAYEHOKI I'AMOMHOIO i J03BO-
Ade BimKpuTH Beb-caliT 3 yciMa 300paskeHHSMH B aBTOHOMHOMY
pexXUMI.
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dikcalliga MeTamaHux 0O0€KTIB BebO-cTopiHKu. PosmmpeHHsa
HttpFox mas Gpaysepy Mozilla Firefox mo3Boase BubGpatu O6yab-
AKUH eaeMeHT BeO-CTOPIiHKY i 3adikCyBaTH MeTagaHi, HaITpUKAAI,
Jac i maTy ocraHHbBOI MomudiKartii.

dikcallis CTOPOHHIM CepBICOM OATH i AOKAaABLHOTO 4dacy Beb-
cepBepy, Ha SKOMYy poaMilieHui BeG-pecypc. 11106 36iABIINTH OO-
Ka30By CHAY Bifeosalncy, MOXKHa IIPOAEMOHCTPYBaTH I0AATKOBI
TeXHIYHI maHi mocaimKyBaHOI BeO-CTOPIHKH, 9Ki HaIae CTOPOHHIN
cepBic, Hampumkaan, http://www.webconfs.com/http-header-
check.php, akuii Binoopazkae HTTP-3aroAn0BKU 33aHOTO JOMEHY.
9IK IIpaBHAO, 3arOAOBOK MICTHUTH IIOAE «aTa», B IKOMY MiCTHTBCS
Jata i AOKaAbHUY 4Yac HaJaHUl BeO-cepBepoM, e PO3MilleHUH
camr.

BcraHoBA€HHSI BHYTPIIITHBOTO imeHTH(IKaTopa 00’€KTy collia-
AbHOI Mepexki. ColliaabHI MepeKi IIMPOKO BUKOPHUCTOBYIOTH BHYT-
pimHi inenTudikaTopu (ID) mas BigcrekeHHs Oyab-gKOI aKTUBHO-
cri Ha caliti (kopuctyBaui, otorpacii, yaTu, ceaHCH, TpPyIH,
IO3HAYKHU «MeHi nopobaerwves» i T.4.). Hampukaan, Facebook Bu-
KOPUCTOBYE inentTudikaTop «fbid»
(https:/ /www.facebook.com /photo.php?fbid=1010383239638871
1). [lopsan i3 oOTPUMAHHSIM CKPIHIIOTY TIpodiAsi, 300 paskKeHHs 1 T.II.
i03PI0OBAHOrO [OIIABHO BCTAHOBUTU MOro BHYTPIIIHIM iZeHTH-
dikaTop B 0a3i JaHUX COLIaABHOI MepexKi.

InenTHdikaTOpH BCTAHOBAIOIOTHCS ab0 B aIpeCHOMY PSIOKY
Opay3epa abo yepe3 IX MIOIIYK y BUXIZHOMY KOAi BeO-CTOPIHKH.
[aa Facebook igerTudikatTop npodisto y BUXiTHOMY KOi MOKHA
3HAMTH 3a 3anuToM ?id=, a maa Twitter — 3a 3amuTom data-user-id.
[Ast IepeBipKH ITPaBUABHOCTI 3HAWEHOTO 3HA4YEeHHS BHYTPIITHBO-
ro imeHTHQIKATOPY MOXKHA CKOPUCTYBATHCH CTOPOHHIMHU cepBica-
MU, Hanpukaan, https:/ /findmyfbid.in/.

[Ticass 30epeskeHHS BiAMOBIAHUX (aliaiB Ha ITiAroTOBAEHUM
mudpoBul HociH (Hammpukaazn, DVD-R) 3 MeToO0 momaAbIIoro KOH-
TPOAIO IiiaicHOCTI oTpuMaHoi iHGopMmarlii nmorTpibHO obumucanuTH ix
madmxecT (xeul-oyHKIliro). Ha croromHi 6€3medHHuM aATOPUTMOM 3
HalMEHIIIUM pPO3MipOM MOad3KecTy BU3HAHUNM aATOPUTM Xelly-
BaHHA SHA-2, KW, HAIIPUKAA]], PEAAI30BaHUM y IIporpami 3 Bif-
KpuTuM BuxigauMm kozmom QuickHash (https://quickhash-gui.org).

Po3ragnyTi mnpakTMKu 3a0e3medeHHsS] HAaAeXKHOCTI [I0Ka3siB,
OTPUMAaHMUX 3 OHAAMH pecypciB, HE € BUYEPIIHUMH i MOXKYTb 3Mi-
HIOBaTHCS Pa30M i3 3MiHOO iH(OOPMAIIIHHUX TEXHOAOTIH.

Oodepokaro 18.10.2017
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