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3 PO3JLIS.
MDKHAPO/HHI TOCBIJI TPOTHAT KIBEP3JIOYMHHOCTI
TA TOPTIBJII JIIOAbMH

YOK 341.1.8

BikTopia Boaonumupisana APEH/IAP,
cnyxau mazicmpamypu paxyaememy Ne 3 Xapkiecbkozo HAUIOHATbHOZ0
YHigepcumemy 8HYMpPILUUHIX CNpAs

Auzpiit Bacuasosuuy BOMIIIXOBCbKHH,
KaHoudam PpUOUUHUX HAYK, doueHm, npoghecop Kageopu
KOHCMuUmMyuyitiHo2o0 i MiDKHApPoOH020 npasa garxysrememy No 4
XapKiecbkoz20 HAYIOHAIbHO20 YHisepcumemy eHYmMpIiuHIX cnpaes

KIBEPTEPOPH3M SIK 3ATPO3A MIZKHAPO/IHII BE3IEI

Po3BuTok iH(OpPMAIIIHHUX TEXHOAOTIH HPH3BIB [0 MAaCOBOIO
BUKOPHUCTAaHHSA y BChOMY CBIiTi Mepexi IHTepHer. OcTaHHA € He
TIABKH BasKAHWBOIO CIIOAYYHOIO AQHKOIO MiX Pi3HHMH CBiTOBUMH
KYABTYPaMH, ase ¥ Ba>KAUBUM IHCTPYMEHTOM Jiasl OOMIiHY ITOAITHY-
HOI, EKOHOMIYHOI, TOProBOi, CIIOKUBYOi iHopMarrii.

Yucao aKTUBHUX KOPHUCTYBadiB [HTepHETY HEBIIMHHO 3POCTAaE,
YUM KOPUCTYIOTBCS Pi3HI 3A0YHMHHI €AEMEHTH 3 METOIO0 PO3IINPEH-
HS CBOI'O BIIAMBY Ha CYCITIABHY CBiZIOMICTB, IIOIIMPEHHS HACHAB-
HUIBKOI iHopMalii, TpoBOKaIiHUX 3a49B i T.II. ToMy, 3 ITOSIBOIO
Mepexi [HTepHEeT BUHHKAA OOHA 3 HaMOIABII HEOE3EeYHUX Pi3HO-
BU/IIB KiOEP3AOYMHHOCTI — KibepTepopusM.

o crocyeThcss BU3HAYEHHS KibepTepopHu3My, TO MizKHapoaHA
CHiABLHOTA IIIe He chopMyBasa €arHOro po3yMminHga. Bappi Koaain,
cTapmuii HaykoBuil criBpobiTHUK KaaidopHilickKoro iHCTHUTYTY
Oesmeku Ta po3Binku, B 1980 pomi BHepilie BXXKUB TepMiH «Kibep-
Tepopu3M». Bigromi yueHi crasu aHaaisyBaTH HOro sSK sBUIIE.
IMIpencraBuuk ®BEP CIIIA, arent M. IToaaiTT, BU3HAYUB Liel BU[
TEePOPU3MYy SK «HABMHUCHI IIOAITMYHO MOTHBOBAaHI aTaku Ha iH(oO-
pMailifiHi KOMII'IOTEPHI CHCTEMM, KOMII'IOTEPHI IIporpamMu i maHi,
BHpPasKeHi B 3aCTOCYBaHHI HACHABCTBA II0 BifTHOIIEHHIO M0 IIUBi-
ABHUX IliAel 3 00Ky CyOHAIliOHAABHUX TPyH ab0 TAEMHUX areHTiB».

KibepTepopuaMm IIpeacTaBAs€ BEAUKY 3arpoly iHdopMallifiHii
Oesmerli gepkaBu. Amke KibepaTaku HAalliA€Hi He TIALKU Ha I1acH-
BHUM 30ip JaHUX, are ¥ Ha HE3aKOHHE 3aBOAOMIHHS (PiHAHCOBOIO i
CEKpPEeTHOIO iH(opMalii€lo, Ha OTPUMaHHA HECAHKIIIOHOBAHOIO J0-
CTYILy IO amapaTypu KOHTPOAIO HaJ KOCMIYHUMH IPHUAAOAMU, CH-
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CTeMaMM BOAOIIOCTA4YaHHS Ta PO3IOMIAY €AEKTPOEHEpTii, aaepHU-
MU €AEKTPOCTAHIIIIMH, BOEHHUMH KOMIIAEKCAMH Ta iH.

Ha cporogui mporugiero KiGepTepopusMy Ha MiKHaAPOLHOMY
piBHI 3aiimaroTbca oKpeMi MixkHaponHi opranizarii. e ITigposmia
o 60poTeOi 3 TepopuaMoMm OBCE i [uteprioa. Y pamrax y €C pos-
mouaB poboty LleHTp mo Goporwsbi 3 KibGep3aoumHHiCTIO. Kpainu-
yaeHn €C i eBponercrKi iHCTHTYIII MaroTh HaMip MigTpUMyBaTH
LleuTp 1o 60poTHOI 3 KiDEP3AOUHMHHICTIO AT CTBOPEHHS OIIEPaTH-
BHUX 1 aHaAITHYHHUX MOKAMBOCTeHM ii po3caimyBaHHS i [AsS CIiB-
npani 3 MiDKHapOOHUMU ITapTHepamu [1, ¢.58].

Kpim Toro, 3amaa nporuzmii pisHEM mposiBaM Kibep3A0OYHHHOC-
Ti, HATO ctBopuB Texuiunuii nentp Cua pearyBaHHd Ha
rkommrtoTepHi iHmmmeHTH (NCIRC). NCIRC po3po0AdioTh yMOBU
CHiBPOOITHUIITBA, SAKi 3PEIITOI0 BiIAKPHIOTHL MAOCTYII A0 CIEIiaAb-
HHUX 3HaHBb B yCiX cpepax KibepOe3rmeKH, a TaKOXK pPeKOMeHaallii
mono pearyBaHHa HATO Ha npoxaHHs KpaiH AABSHCY i ITapTHEPIB
IPO AOIOMOIY B 3aXHCTi ixHiX iH(opMAalifiHNX i KOMyHIKAIliHUX
cucreM |2, c.182].

Jas Oiapin edpeKTUBHOI HNpOTHAIl KibepTepopusMy €BPOKOMi-
Cisl TIPOTIOHYE CTBOPUTHU HOBe BimoMcTBO €C 3 Kibepbeareku, a Ta-
KOXK PO3pPOOUTH i BBECTH B €BpPOMi €IUHY CHUCTEMY cepTHdiKallii,
dgKa MOO3BOAWUTH TapaHTyBaTH Oe3leKy BHKOPHCTAHHS TOBapiB i
IocAyT y udppoBoMy cepenoBHIlli. HoBe BioMCTBO IIPOIIOHYETHCS
CTBOPHTHU Ha OCHOBi B3Ke HASBHOTO i po3TaioBaHoro B AdiHax
€BPOIEUCHKOTO areHTCTBAa MEPexKHOI Ta iHdopMmalliiiHoi Oe3neKu
(Enisa), po3mmpuBIIN HOro i HaAIAWBIIN HOBUMH IIOBHOBAaXKEH-
Hamu. «KibepaTaku crasu Bce YacTiIUMHM, OGIiABIII TAOOAABLHUMU,
BUTOHYEHUMH, i €Bpoma Mae OyTH CIIPOMOXKHOIO IIPOTHCTOATHU
UM aTakaM LiaogoboBo y Bcix kpaiHax €C», - komicap €C 3 1u-
¢ poBoi EKOHOMIKH Ta CyCHiABCTBa AHAPYC AHCITI.

€nuHy cucreMy cepTudikallii IporoHy0Th IIOIIIUPUTH Ha I10-
OyToBi mpuaagu, aBTOMOOIAlI Ta Oyab-sKi IIpUCTpoi, 3maTHI MiaK-
atodaTHcda o IarepHery. CepTHUiKaTH AOIIOMOXKYThH CIIOXKHBadaM
y €Bpori poaIi3HaBaTH, YU BiAIIOBiIAIOTH TOBApH, SKi BOHU IIAa-
HYIOTBb IpUA0aTH, €EBPOIIEHCHKUM cTaHaapraM 0esnexku [3].

TakuM YWHOM, TIOTPIOHO YCBIZOMHUTH, LIO0 OAd €(EKTHUBHOI
npotumii Kibeprepopuamy HOTpiOHA TAigHA MiKHapogHa CHiBIpa-
11 baraThoX KpaiH CBITY 9K Ha AEep:KaBHOMY PiBHIi, Tak i Ha piBHI
CHiBpoOITHHIITBA MiXK yPSOOBHMH OpPraHi3aIliIMH Ta IpPeaCTaBHH-
Kamu 6i3Hecy y cpepi po3nmoBcromzKeHHS [T-TeXHOoAOTiH.

[TeprrouyeproBUMH 3aBOAHHSIMHU [OAS CBITOBOI CIIIABHOTH MU
BOaYaeMoO B: MOCTIHHOMY YVIOCKOHAAEHHI 3aKOHOAABCTBA y cdepi
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iHpopMarifinoi Oe3neKy Aep:KaB; CUCTEeMaTHYHOMY 30HpaHHd Ta
aHaai3i maHWX Opo MOTeHIHHI KibepTepopUCTHYHI 3arpo3u; po3-
poOLi SKICHHX TEXHOAOIH 3axXHuCTy Bin KibepHaragiB; BCTAaHOB-
A€HHS 3a00pOH HA BUKOPUCTAHHSA y PI3HUX cpepax He 3aXHUILEHO-
T0 HaAEXXHHUM YHHOM IIPOTPaMHOrO 3abe3lledeHHs; BBeIEeHHS
ennHol cucreMHu cepTuikallii Ha moOyToBi IIpuAagu, aBTOMODOiAl
Ta Oyab-sIKi IIPUCTPOI, 3AaTHI HiAKAIOUYATHCS 10 MepexXki [HTepHeT.
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TeraHna IOpiiBna BYHIOK,
cmyodermka 10 paxynememy 4 kypey 1 epynu HayioHanbHo20
OpUOUUHO20 YHigepcumemy imeHi Sipocnasa Myopozo

POTHIIA TOPTIBJII JIFOAbMU: )
MIKHAPOJIHUIA JOCBLJ TA YKPATHCBKI PEAJIIT

Ykpaina crasa TpeThOIO B CBIiTi mep:kaBoro (micag HimewdmHM
Ta Bearprii) Ta mepinoro Ha IIOCTPaATHCHKOMY IIPOCTOPI, sIKa KPH-
MiHaAi3yBaAa TOPTiBAIO AIOIBMU.

Ha croronHi, nucnosuntia crarti 149 KpumiHaabHOTo KOAEKCY
Ykpainu nepenbadae KpUMiHAABHY BiAIIOBiIAABHICTB 3a TOPIiBAIO
ATOIBEMU ab0 3OiMCHEHHS iHIIOI He3aKOHHOI yroau, 00’€KTOM SKOi €
AIOIVHA, a TaK caMo BepOyBaHHS, EPEMIIIEHHS, IIEPeXOByBaHHSI,
nepenada abo omep:KaHHS AIOAWHU, BYMHEHI 3 METOI0 €KCIIAyaTa-
il maAgxoM o0MaHy, MIaHTAaKy YK YPasAHBOI'O CTaHy ocodH [1].
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