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ii inTerpamnito no €C Ta HATO, nieBoro 3axXmcTy HalliOHAABHHUX Ta
KOMEPILIHHNX iH(pOPMAIlifHO-KOMYHIKAIIHHNX pecypciB Ta ix
KPUTHUYHOI iH(PaCTPyKTypH, 3aTBEPAKEHHS OMIllifiHOI akpemu-
Tarii 3 6oky HATO HairioHaabHOTO IIEHTPY KiOep3aXUCTy Ta IIPo-
THUAil Kibep3arpo3aM 3 METOI0 PO3BUTKY KOHCTPYKTHUBHOI CHiBIIpa-
i 3 AABSHCOM ¥ IIi#i TaAysi, 6AOKyBaHHS Oyab-IKHX IIOCATAHb Ha
HaIiOHAABHY iHQOpMaNiiiHy cdepy, CTBOPEHHS OINTHUMAaABHOI MO-
IOeAl HamifHOTO 3aXHCTy BITYH3HSIHOIO KibeprpocTopy, (opMy-
BaHH{ 3acaj OAd PO3POOKM METOIB IIPUHIIUIIB 3AiHCHEHHS «eAe-
KTPOHHOI 060poHm» |2, c. 55].
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KaHoudam mexHIiuHUX Hayk, doueHm, 3asidyesau Kageopu Kibepbesnexu
paxynememy Ne 4 Xapriecbkoz0 HAUIOHAILHO20 YHigepcumemy
BHYMPIWHIX cnpas

Cepriii BoaoaumupoBuu KAASIKIH,
3agidyesau HasuanbHoi nabopamopii kagedpu kibepbeznexku
parxynrememy Ne 4 Xapkiecbkozo HAUIOHAIbHO20 YHigepcumemy
8HYMPIWHIX cnpas

CYYACHI TEHJIEHIIII TOIIMPEHHSA KIBEP3AT'PO3

Inmeprem-peui (IoT)

AKTyaABHICTD ITpoOAeMHM He3axUIlleHUX [oT-Mepesk HEeBIHMHHO
3pOoCTa€ MPOTITOM OCTaHHIX KiABKOX pOKiB. TeHOeHIlisT CToCyeThbCs
6e3aidi mpUCTPOIB, 3aMiIHUX B CIIOXKHMBYHX i IIPOMHCAOBHUX ITIASX,
III0 MiKAIOYAIOTBCH [0 Mepexki 6e3 MOTPUMAaHHS HAACKHHX 3aX0-
[iB 6e3IIeKH.

B ocraHHI pOKH XaKepH I0YaAH BHKOPHCTOBYBATH OIiABIIY Ki-
ABKICTE BPa3AMBOCTEH IMIPUCTPOIB [Ad CTBOPEHHS MaCHITAOHUX
OOTHETIB 3 THUCSY i MIABHOHIB 3apazKeHUX MPUCTPOIB: MapIIPYTH-
3aTopiB, Smart-TV Tomro. PizHomaniTHI [HTepHeT-pedi B:ke HaBHO
[IEPETBOPHUAUCH B YAIOOAEHY ITiAb aTak XaKepiB. IM MOCTaTHBO
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npunbatu Oyab-sKoi ITpHUCTpili i caMoCTifHO BUBYUTH, SIK BiH 3a-
XUllleHu. JKImo #oro 3aamMaTy, TO CUCTEMA 3aXUCTy He MOKe Oy-
THU OHOBAE€HA OII€PATHBHO. BUKOPHUCTOBYIOYN OAWH ITPUCTPIiH, Xa-
Kepy MOy»Ke AerKo IIOTPAIIUTH BCEPEIHHY MepexXi, fdKa MOoXKe
MICTUTH IIiIKaBY OAS HUX iH(oOpMaIllifo: 6aHKIBCBbKI PEKBI3UTH, Me-
[UYHi 3aIUCH, KOPIOPATUBHI JaHi.

Biavmry gactuHy npucTpoiB gad [HTepHeT-pedeil BUPOOATIOTH
CHiBpOOITHHUKY CTapTalliB, 9Ki BUKOPHUCTOBYIOTH ariapaTHe i mIpo-
rpaMHe 3abe3ledeHHs 31 CTOPOHU, IIpHADaHe y IIOCTadYasbHUKA i
HEIOCTAaTHLO 3axuIlleHe Bif 3aomiB. Ha crBopeHHs 6Giabiocti IoT-
[eBaiciB OyAO BUTpadeHO MiHIMyM rpoliel, ToMy He OJUBHO, IO IX
AETKO 3AaMaTH.

3 POCTOM KIABKOCTI IPHCTPOIB i AATUUKIB, INAKAIOYEHHUX 0
MepexXi, 3pocTae i KiABKICTh Kibep3arpoi3. Hampukaan, podyMHHN
XOAOJUMABHHUK CTaB YACTHHOIO O0OT-Mepeski i mmodyaB po3cHAaTH
crlaM; po3yMHa KaBOBapKa BUSIBHAACH ITPUYMHOIO aTaKW Ha iHAY-
CTpiaabHI MepeKi 3 IMOJaABLINM 3apaskeHHSIM KOMII'IOTepiB AL
MOHITOPHHIY TEXHOAOTIYHOTO IIPOIIECY BipyCOM-3IUPHHUKOM.

[Ipu mpoekTyBaHHI HOBHX TEXHOAOLIH caim 6GpaTH 3a OCHOBY
6esneky. OgHaK, YacoM PO3pPOOHHKY, HABMUCHO ab0 HEHABMHCHO,
3aAMIIAIOT, HENOKYMEHTOBAaHUH KaHaa, SKUH He IIPOCTO 30upae
iHdpopMallif0 ITPO 3aCTOCYBAHHS MPHUCTPOIO, aA€ i JI03BOASIE IIPO-
HHUKaTHU B OCOOHCTHH ITPOCTip KiHIIEBOI'O KOpHUCTyBada.

Hemae cyMmHIBIB B TOMy, L0 MepexXi IpHUCTPoiB [HTepHET-
peueti (I0T), 3apakeHNX NIKIJAMBUMHU IIporpamMaMHy, CTaHyThb OHi-
€10 3 HaWNOIIMPEHIMMNX y MaiOyTHbOMYy mpobaeM 3abesredeHHs
Kibepbearneku.

Kibepsazposu 0ns. po3ymHuUX micm

TepMmin «po3ymMHe MicTo» 3a3BHU4Yaill 3aCTOCOBYETBHCS IIO BigHO-
IIEHHI0O [0 MICT, S$Ki aKTHBHO BHWKOPHCTOBYIOTH Internet-
TEXHOAOTII 6e3AIYYI0 pi3HOMAHITHUX CIIoco0iB, 100 GiAbIT edpeKTH-
BHO (PYHKITIOHYBaTH i BiAnIoBigaTu norpebaM CBOIX JKUTEAIB.

Cepen MOTHBIB 3A0BMHCHHUKIB, SKi CIIOHYKalOTh iX aTaKyBaTHU
po3yMHiI Mictra: GaxkaHHS HEPEBIPUTH CBOI XaKepPChKi 3Ai6HOCTI,
KpamizkKKa rpolei i 0COOUCTHUX MaHUX KOPUCTYBadiB, a TaKOXK KO-
priopaTHUBHOI iH(popMartii.

Cepen miseli xakepiB IIpu aTakax Ha KPUTUYHY iH(QPaCTPyK-
TYypPy PO3YMHHX MicT: HaBMHCHa opranizamia [ATII, oprauizaiia
nepeboiB B omadi eaeKTpoeHepril; Kpaaizkka ocobucroi indopma-
il KOpHCTyBauiB, KpaliXKKa €A€KTPOEHEPTii; IIepexXOIIA€HHS VII-
PaBAIHHA IIPUCTPOSMH i CHCTeMaMM; IIOPYILIEHHd TPaHCIOPTHOI
CHUCTEMH Ta IHIIII.
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Ataka Ha po3yMHi MicTa IPOXOAUTH B YOTHPH €TAITH: CTATHC-
TUYHUH aHaAi3 (aHaAi3 MexaHi3MiB i cucTeM, 4ui ypa3AHUBOCTI MO-
KyTh OyTH BHUKOPHCTAHI), CKAHYBaHHS (BUIBACHHS IliAell i TOYOK
BX0[y), 30ip iH(opmarlii (oTpUMaHHSA JaHUX AT JOCTYILY IIIASIXOM
dimmHTy TOIIO 3AiHiCHEHHS caMoi KibepaTaku.

BpasauBuM MicieM pO3yMHUX MICT € B TOMY YHCAI HEKOPEKT-
HE BUKOPHCTAHHS PO3YMHHX TE€XHOAOTiH Ha Horo TepuTopii.

ITepexonnenHs paxyrnry (Account takeover)

Y pasi BUMHEHHS Kpami>KKU IIepPCOHAABHUX naHux (identity
theft), meroro maxpaiB 3a3Bu4ail € ocobUCTi HaHi, Taki 9K iMeHa,
TIOIITOBI a/IpecH i aApecH eAeKTPOHHOI IIOIITH, a TaKOXK JaHi Kpe-
OUTHHUX KapT abo irdopMallis mpo akayHT (paxyHKy). Lle mo3Boasie
mraxpasM, HaIIpUKAaZ, 34iMCHIOBATH 3aMOBAEHHSI ToBapiB B IHTe-
PHETI mig Yy>KUM IM'IM 1 olAadyBaTU iX, BUKOPHCTOBYIOYH UyXKY
KpeoUTHY KapTKy abo CIHCaHHS KOIITIB 3 YyKOTI'0 PaxyHKy. 3 Ti-
€10 X MEeTOI0 MOXKe BHKOPHCTOByBaTHCs (immmHr (phishing), xot-
pHil BKAIOYaE B cebe BUKOPUCTAHHS (PiKTUBHUX BeO-caiTiB, eaek-
TPOHHOI ITOIMITH ab0 TEKCTOBUX IIOBIIOMAEHb [OAd [OOCTYILy OO
IIepPCOHAABHUX JaHUX.

Bocenn 2017 poky opranizarig US-CERT - ogun 3 minpo3aiaiB
MinicTepcTBa BHyTpilIHBOI 6e3nieku CIIA, ake pearye Ha iHITHIe-
HTH, IIOB'S3aHi 3 KOMII'IOTEPHOIO OE3IIeKO0, II0BiIOMHAA PO IIO-
TeHIiNHy 3arpo3y Wi-Fi mepexxam. 3a caoBaMU €KCIIEPTIB, IIPOTO-
kon 1mmdpyBaHHa WPA2 (Wi-Fi Protected Access II), sakwuit
3abe3reyye 3axXUIlleHy Iepenady JaHUX MiXK 0e3apOTOBOI0 TOYKOIO
OOCTyIly i mpucTposMmu, OyB 3aamaHuii. 3HailiieHa BpPa3AHBICTH
MI03BOAdE XaKepaM, sKi mepebyBaroTh B 30HI Ail moMalnrHboi abo
odicHOI Mepexki, orpuMaru napoab Big Wi-Fi, mpocayxoByBaTu
iHTepHeT-Tpadik i mepexomaroBaTH Oyab-gKy iHQopMaliito, IIo
nepenaeThcsd II0 He3aln(ppoBaHUX KaHaAaX 3B'I3KY.

DDoS-amarxu

OcHOBHE 3HaPAAId XaKepPiB - 1le OOTHET, Mepexka 3 IPUCTPO-
iB, 3aparkeHHUX MKiAAUBUM [I3, ake 3Mylllye ix BUKOHyBaTH II€BHI
nmii 6e3 BimoMa KopucTyBada. $IKIIO0 TOBOPUTH caMe Ipo OOTHETH,
1o reHepyoTh DDoS, To, HATIpUKAad, OAVMH 3 HAWBiOMIIIINX OOT-
HeTiB Mirai Haaiuye 400-500 Tucsu 3apaxkeHux loT-mpucrpois,
gaki arakyBaau DNS-cepmic kommnauii Dyn, mapaaizyBaB poboty
IIAOTO Py KOMITaHi#, BKAoYarodu Twitter, the Guardian, Netflix,
Reddit, CNN Ta 6ararto iHIIHux.

Cain posywmity, mo B pasi DDoS-arak BazkaWBa He KiABKICTh
6otiB, a obcar i marepHHu TpadikKy, SKi BOHH IeHepyIoTh. | sKIImo
6OTHETH, L0 IIOUTUPIOIOTH TPOSHH i claM - I1e B OCHOBHOMY Iep-
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COHAABHI KOMIT'IOTEpH, piaire - cepBepd, To DDoS-6oToM Mozke
cratu abCOAIOTHO Oyab-gKuY HpuctTpilt, mo mae IP-agpecy i inre-
pdetic naa minkarodeHHd 0o [lHTEpHETY.

[Ipu npomy, GotHeTu 3 lOoT-IPHUCTPOIB KHUAAIOTL CIIPABIKHIM
BUKAHUK (paxiBIISIM 3 Kibepbe3rneku, ToMy 110 TeHePYIOTh Tpadik mo
TCP- 11poTOKOAY, SKUH ITPAKTHUYHO HE BiIPi3HAETHCH Bif AETITHM-
HOTO.

Y 2017 pori Bce BHpasHillle CTae IIOMITHA TEHAEHIld BUMa-
ragHs rpolled mig 3arpo3oio DDoS-artak. Takuil minxin orpuman
Ha3By Ransom DDoS a6o RDoS. 3A0BMHCHHKH [IOCHAAIOTH KOM-
naHii XXepTBi IIOBiIOMAEHHS 3 BUMOI'OI0O BUKYILy, IKUHY MOXKe cTa-
HOBUTH Bix 5 mo 200 GiTkoiHiB. Y pasi HecliaaTH BOHH OOIIIAIOTH
oprauizyBatu DDoS-ataky Ha KpPHUTHYHO BasKAUBHUU OHAAMH-
pecypc KepTBH.

Amaxu muny 3HUWeHHs cepaicy (DeOS)

OtrpuMmaHHa IIPUOYTKY € OCHOBHHM CIIOHYKAABHUM MOTHBOM
3A0BMHUCHUKIB. THM He MeHII, AesKi 3 HUX 30CepeasKeHi Ha OAOKY-
BaHHi ab0 HaBIThH 3HUIIIEHHI aTAKOBAHUX CUCTEM i IIPOIIECIB.

3A0OBMHCHHUKH HIYKAIOThb IIASXH YCYHEHHS MepexKi «0e3leKm»,
SKy Ooprafizallii BHKOPUCTOBYIOTE OAS BiMHOBAEHHH CHCTEM i Oa-
HHUX TIiCAS MOpa3KH IMIKIZAUBUM abo 3mgupHUnbkuM I10, a Takox
IHITUX IHIUAEHTIB. YK IIOKa3aAW Pe3yAbTATH aTaKHU ITH(PyBaAb-
Huka Nyetya (Petya) Baitky 2017 poky i Bad Rabbit y xoBTHIi
2017 poky, mani ataku He Oyam 3aupHULIEKUM [1O, a cmpaBik-
Hb0I0 DeOS-arakoro, sKa IIPOCTO 3HUIIyBaAa AaHi 3apaskKeHUX CHU-
cTeM II0 BCbOMy cBiTy. KiabKicTh moaiOHHX atak B MaiOyTHbHOMY
Oyme 3pocraTh.

Ooepokaro 25.10.2017

YOK 327.84 : 004
Hennc Oaekcanaposuyd I'PHIINEHKO,

npoesidHull gpaxieeub paxynromemy Ne 4 Xapkiecbkozo HAUIOHATbHO20
YHigepcumemy 8HYMPIULHIX CNpas

KIBEPIIEPECJIYBAHHS SIK IHOOPMALIAHUIM 3J1I0YAH

B manwnit yac noHaTTsa KibepnepecainyBaHHsa abo KibepOyaaiH-
Iy CTAAH aKTyaAbHHMH TeMaMH JIAS OOTOBOPEHHS He TIABKH cepen
HaceAeHHd, a ¥ B Jep:KaBHUX OopraHax, B TOMY YHCAlI ¥ IIpaBoOX0-
POHHHX, OCOOAMBO B 3B'SI3Ky 3i 30iABIIEHHSIM BHHOAAKIB CYIITHIY
cepel HEIIOBHOAITHIX.

B ymoBax ToTaabHOI iHpopMaTH3amii 30iABIIHAACH KiABKICTh
BUITAJIKIB IHTepHeT-arpecii, sKa 3aCTOCOBYETHCS 3A€0IABIIOTO II0-
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