y il cepl MOCTIMHO BUBYATH 1 3aCBOIOBATH HOBI IHCTPYMEHTAJbHI 3ac00M AJIs
Toro, 1O0 HE TUIBKKM MIATPUMYBATH CBIM KBamiikaliiHUN piBeHb, a U
niaBuiyBaTu Horo. Ile »k cToOCyeThCs BUKIIAIadiB 1 THIOTOPIB (TpeHEpIB), SIKi
31MCHIOIOTH IMATOTOBKY TaKuX (haxiBIIiB.

BianoBinHuMHu TemMnamMu IOBMHHA OHOBIIOBATHUCS MaTepialibHa 0a3za sk
MIPO3ALIIB  KiOepmoiii Tak 1 3aKjajiB, Je 3JIHMCHIOEThCSA I1X IIJATOTOBKA 1
nepeniAroToBka. B mepiry uepry, BCTUraTH 3a IMIBUAKUMHU TEXHOJIOTIYHUMU
3MIHAMH TIOBUHHI TPEHYBaJIbHI KOMIUIEKCH, SKi € 1HCTPYMEHTAJIbHOIO OCHOBOIO
CHUCTeMH MIArOTOBKH. | 1€ MOBMHHI OyTH CydacHiI BUCOKOC(PEKTHUBHI KOMIUIEKCH
tuny «lIporpamuo-amapatauii cumymnstop TnS 1is miAroToBkH (QaxiBLiB 3
pearyBaHHS Ha KiOep-1HIIMIEHTH Ta 3arpo3ny», po3pobienuit kommnaniero CyberBit,
I3paine. HaByaibHO-TpEHYBAJIbHMM LEHTP 3 MIATOTOBKM  (paxiBUIB IS
K10eproiiii MOBUHEH MAaTU CYKYIHICTb TaKMX 1HCTPYMEHTAJIBHUX 3acO0IB IS
BIJIMIPAIIOBAaHHS MPAKTUYHUX HABUYOK PI3HMX HAMpAMIB i ¢axiBiiB B yMOBaX,
MaKCUMaJIbHO HAOMKEHUX [0 pealbHUX. BuKopucTaHHS Takux 3aco0iB
nependayae CydyacHUU pIBEHb TEXHIYHOTO OOJIaJIHAHHS TPEHIHTOBUX IIEHTPIB.
quaCHl TpeHYBaJIbHI 0araro(yHKIIIOHAIbHI KOMIUIEKCHM TaKoro THUMY, SK 1
KOMIT FOT€pHI KOMITJIEKCH JUTsl X (DYHKIIIOHYBaHHS, KOIITYIOTh HEMAaJIUX TPOIIEH,
ajyie albTEPHATUBOIO € JIMILIE CYTTEBE 3HMKEHHS PIBHA MIATOTOBKM (paxiBifiB. He
CITi TaKOX HEJI0OIIHIOBATH dakTop MaTepiaibHOI MOTHBAITI]
BHCOKOKBaNI(IKOBaHUX (paxiBLIB: 3apoOiTHa IUIaTHS (axiBLIB MOMILEHCHKUX
MIIPO3/JIJIIB HE TOBHHHA KapAWHAIBLHO (B MEHIIMM OIK) BIAPIZHATUCS BIJ
3apOOITHOI TUIATH Y KOMEPLIMHUX CTPYKTYypax, IHAKIIE PAHO UM MI3HO HEMUHYYUI
BIJITIK BUCOKOKBaTi(hiKOBAHUX KaJPiB.

I axmo ui ¢akTopu HE BpaxOBYBATH B HAaBYAJIBLHOMY IPOILIECi, 1I€ MaTUME
HETaTUBHUN BIUIMB Ha SKICTh MIATOTOBKM (axiBIIB 1, BIAMOBIAHO, Ha
edeKTUBHICTh  JAISUIBHOCTI  MIAPO3AUTIB  Kibeprouimii y  NPOTUCTOSIHHI
Ki0€p3JI0YMHHOCTI.

Cnucoxk BUKOPUCTAHMX JI7KepeJt:
1. OBuunckuit B. C. Kpumunosorus nudposoro mupa: yue6. M. : Hopma ;
NH®PA-M, 2018. 352 c.

YK 65.012.8 + 004

MHUXAHNJIO IOPIMOBUY BYP/IH

[Tpopektop XapkiBChbKOT0O HAI[IOHAJIIBHOTO YHIBEPCUTETY BHYTPILIHIX CIPaB,
JIOKTOP IOPUIUYHUX HayK, Tpodecop

IHCTPYMEHTAJIBHI 3ACOBU KPUMIHAJIBHOI'O AHAJII3Y B
PO3CJIAYBAHHI 3JIOYUHIB

B HaBuanbHOMY TOCIOHUKY, pO3pOOJIEHOMY €KClepTaMHU-aHalITUKAMU
pi3HUX JIepkaB B pamkax cmiBpoOitHumTa 3 Organization for Security and Co-
operation in Europe (OSCE) [1] mus , Bim3HaueHo: «Toi (akT, Mo eKCTPEeMiCTH,
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NOB'SI3aHI 3 HEAABHIMM TEPOPUCTHYHUMH AaKTaMH, BKJIIOYAIOYU TEPOPHUCTIB-
OJIMHAKIB, 3aJMIIAIKCSA 103a IMOJEM 30py MPABOOXOPOHHUX OPraHiB, 0OYMOBUB
HEOOX1THICTh BUPOOJIECHHS MOIMEPEKYBAIBHOTO MIAX0Ay 1 BCEOIYHOTO OOMIHY 1
[IEHTPaJI30BaHOTO aHaJi3y BIAMOBIAHUX JaHMX Ta i1HMopMalii. YCBiIOMICHHS
TOTO, 10 po0OTa 3a NPHUHIMIIOM pearyBaHHS HE 3a0e3MeudTh 3amoOiraHHs
TEPOPUCTUYHUX AKTIB Ta PAHHE BUSBIICHHS 1HIIUX CEPHO3HUX 1HIMICHTIB, CTABUTh
ILP B 11eHTp yBaru Ha MI>XKHApOJIHIM TPAaBOOXOPOHHIN apeHi.». B 1iboMy pedeHH1 y
Iy’XKe CTHCIOMY BHUIUIAAI c(hOpMylbOoBaHAa HEOOXIMHICTb 1 aKTyallbHICTh
SKHAUIIBUIIOTO TIEPEXOay AISUTBHOCTI MPaBOOXOPOHHHUX OPraHiB €BPOMEUCHKUX
JIeprKaB 3 TPAAMLIMHOTO IPUHIIMITY pearyBaHHs Ha MPaBOMOPYLICHHS Ha Cy4acHUN
OPUHLUN TPOQITAKTUKA 1 3amoOiraHHs MpPaBONOPYIIEHHSM Ha  OCHOBI
onepaTuBHUX AaHUX Ta iHPopmarii — ILP. TlepenymoBoro 1 0OrpyHTYBaHHSAM i€l
KOHLeMNUli €  OypXJuMBUHA  PO3BUTOK  IHPOPMALUIMHMX  TEXHOJOTIHA 1
CYNpOBOKYIOUMH Horo iHdopmariitHuii BuUOyX. SIKI0 Imie HE Tak JaBHO
po0JIeMOI0 B TIPOIIECT PO3CIiAyBaHHs 3JI04MHY OyB MOIIYyK 1 301p JaHUX, TO 3apa3
pOOJIEMOI0 YaCTIIIE € BUSBIICHHS B HASBHOMY BEJIMUE3HOMY OOCSI31 PI3HOTUITHUX
JaHuX 3 0aratbox JpKepenl KOpUCHOI iH(opMallii y BUMIISAI MPUXOBaHHX abo
HESBHUX 3B’S3KIB THITY «00’€KT-00’€KT», «00’ €KT-TIOMISN», «IMOMIS-TIONIs s
dbopMyBaHHS MPOIO3UINN JUIS MOJATIBIINX YIPABIIHCHKUX PIIIEHbh a00 TImoTe3
1010 PO3KPUTTS 3JIOUUHY.

KitouoBuM 1 camum ckiagaum etanom texHosorii ILP € Ananis, B mporect
SAKOTO 3JIIMCHIOETHCS CHCTEMaTh3allis 1 aHajiThyHa oOpoOka 310paHMX Ha
nonepeaHix eramax naHux Tta iHpopwmanii [1]. Tlpuyomy Ha cydacHOMy eTari
KUIBKICTh 1H(pOpMalli, ska misrae oOpoOli 1 aHami3y, AOCATAaE HACTUIBKU
BEJIMKHUX O0CSTIB, 110 JIFOJIMHA BPYYHY HE B 3MO031 iX OINpAaIIOBaTH 3a peaIbHUN Yac.
Tomy  e]ekTUBHICTP BHKOHAHHS I[bOTO  €Tally BHU3HAYAETHCS  TUMHU
IHCTPYMEHTAJIbBHUMH 3ac00amMu, SIKi Ma€ B CBOEMY PO3MOPSDKCHHI aHATITHK. B
MepIny 4Yepry, HasBHICTIO Cy4YaCHHMX MPOTpPaMHUX IHCTPYMEHTAIbHHX 3aco0iB. B
3arajJbHOMY BHUNAQAKYy TiJ 1HCTPYMEHTAJIbHUMH 3aco0aMH aHaJIITHKa OyaeMo
pO3yMITH TIpOrpamMHi CHUCTEMH abo0 MOIyJl 1 METOIUMKH 1 METOIOJIOTIi
OTpalfoBaHHA 1H(pOpMaIIii.

3aranpHy KiIacuQiKamilo 1HCTPYMEHTAIBHUX 3aC00iB  KPUMIHAIBHOTO
aHa3y MOXKHA MIPEICTABUTH HACTYITHUM YHHOM:

1. Metoaon0rii 1 METOJIUKHU aHaJi3y.

2. 3araJlbHOBUKOPHCTOBYBaHI MPOrpamMHi 3acO0u.

3. Tpagumiiini iHGOpMAaIIHHO-TIOLTYKOBI CUCTEMHU.

4. Cnemiami3oBani 1HGOpMAIIHHO-aHATITUYHI CHUCTEMH 1 KOMIUICKCH
KPUMIHAJIBHOTO aHaJi3y.

JIo 1HCTPYMEHTIB MEpHIoi TPyNu MOXHA BIAHECTH, 30KpeMa, Takl dYacTo
BUKOPUCTOBYBaHI MeTONUKHU sk Mepexxkanit anamiz, ANACAPA, SOCTA. Bouu
3aCTOCOBYIOTBCS SIK B PyYHOMY TakK 1 B aBTOMAaTU30BaHOMY PEKHMI.

Mepexxauil aHami3 Ie 3arajJibHa METOJIONIOTIS aHajizy, ska mepembdadae
BUKOPHCTAHHA MaTeMaTHUYHOro amapary Teopii rpadiB s JOCTIIKEHHS 1
BUSIBJICHHS 3B’ SI3KiB MK 00’ €KTaMH 1 TIOTISIMHU.
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ANACAPA mpezacraBise co000 METOIUKY PpO3CIIAyBaHHS 3JIOYMHIB 1
aHaji3y ornepatuBHOI 1HQopmarli, sika Oyna po3podiieHa B 1960-Ti poku, micis
BOMBCTBa npe3uaeHTa Keneai. MeToauky Ha3BaHO HA YECTh OCTPOBA HA 3aX1THOMY
y30epexoki Amepuku. CrnodaTrky MeETOJMKa TMPEACTaBiisia CO0OI0 CHCTEMY
CTPYKTYpYBaHH:, Bizyasizalli Ta aHaiizy iHdopmallli y manepoBomMy BUKOHaHHI. B
nojaibimomy ipmoro Anacapa Sciences Inc. (CIIIA) Oyiu po3po0iieHi mporpaMHi
MPOJYKTH, SIKI peali3yloTh JaHy MeETOAMKYy. Anacapa Sciences Inc. crosna y
BUTOKIB pO3pOOKH CIeLiaJIbHUX aHATITUYHUX METOIUK 7 chepu Oe3meKu 1 1ie
Ha oyaTKy 1970-THX pOKiB moyaia MpOBEICHHS HaBYAIbHUX KypCiB 3 MIJTOTOBKU
daxiBmiB-aHamitukiB. Ha nmanuii momeHT Anacapa Sciences Inc. mpomonye
HacTyMHI 4 0a30BUX KypCH:

1) anani3 iHpopMalii B X1 MpoBeAeHHs po3caiayBanb Criminal
Intelligence Analysis (CIA);

2) aHanmiTU4H1 MeTo/iu po3ciiayBanHs Analytical Investigation Methods
(AIM);

3) anani3 pinancoBux Maxinamii Financial Manipulation Analysis (FMA);

4) norymOIeHUH aHalli3 3 BAKOPUCTAHHIM KOMII'TOTEPHUX TEXHOJIOTIH
Computer-Aided Analysis (CAA).

SOCTA (SERIOUS AND ORGANISED CRIME THREAT
ASSESSMENT) € MeToaukor 3 OIIHKHA PU3UKIB MO0 TSKKHX 3JI0YMHIB Ta
opratizoBaHoi 3104uHHOCTI. SOCTA — KJIIOYOBHI CTpaTeriyHO-aHAIITUYHUN
JIOKYMEHT, MPUCBSYEHUA OOpOTHO1 31 3JI0YMHHICTIO, PO3pO0JIEHHI €BPOIMOIOM.
Ocrannit nokymeHT SOCTA omy6mikoBanuii €spomosiom y 2017 pomi — SOCTA
2017. Bin rotyBaBcst Ha npoTs3i 2015-2017 pokis. B xoz1 #oro marotoBku OyB
MPOBEJICHUN Oe3NpeleICHTHUH 3a MaclITabaMu aHajli3 Ceplo3HOI 1 OpraHi30BaHOl
3JIOYMHHOCTI, 32 PE3yJIbTaTaMH SIKOrO PO3pO0JIeH] BIANOBIAHI pEKOMEH1aLlli.

Jlo IHCTpYMEHTIB Jpyroi rpymnu MOKHA BIIHECTU KOMIT IOTEPHI MPOTPaMU 1
CUCTEMHU 3arajlbHOTO TMPHU3HAUYCHHS Ta MPOOJIEMHO-OPIEHTOBAHI, SKI 3 YCIIXOM
BUKOPHCTOBYIOTHCS NIl PO3B’SI3aHHS 3a/lad KPUMIHAIBHOTO aHai3y 3 BIAHOCHO
HEBEIMKUM 00csroM gaHuX. J[o uMcina TakuxX 1HCTPYMEHTIB MOJKHA BITHECTH
Microsoft Excel, MatCAD, MatLAB, StatGraph, Statistica Ta iH. MOXJIUBICTb
e(eKTUBHOTO 3aCTOCYBAaHHS IIUX IHCTPYMEHTIB 3HAYHOIO MIPOI0 BHU3HAYAETHCS
HASIBHICTIO BIAMOBITHUX METOAMK iX 3aCTOCYBaHHsI JJI PO3B’S3aHHS KOHKPETHHX
3aJlady KPUMIHAJIBHOTO aHalli3y, KBali(iKalli€ro 1 MPaKTUYHUM JOCBIAOM (DaxiBIIiB.
Jlo 1HCTpyMEHTaJIbHMX 3ac00iB Ili€]i TIpynmd MOKHAa TaKOX BIJIHECTH TI€o-
iHpopmarriitni cuctemu (I'IC), nmpusHadeni juist Bizyanmizauii 00’€KTiB 1 MOAINA Ha
reorpadiuniii mami. be3 3acrocyBanna ['IC Ha cydacHOMy eTami HEMOKJIMBO
ySIBUTU aHAJTITUYHY POOOTY K y MPABOOXOPOHHIN TaK 1y HMBUIbHIN cdepi. Bonu €
0a30BUM THCTPYMEHTOM Bi3yalti3allii JaHUX.

TunoBuMu TpUKIAAaAMH TPATUIIAHUX 1HGOPMAIIITHO-TIONTYKOBUX CHCTEM
MokHa BBaxatu Jlira-3akon 1 Google. ITpunuumnom poOOTH TakuX CHUCTEM €
OTpAIlfOBaHHS TOIIYKOBOTO 3aMuTy, C(HOPMOBAHOTO 3a TIEBHUM MIAOJIOHOM.
PesynpTaToM poboTH € mepemk AaHuX abo JTOKYMEHTIB, SIKi BIIIMOBIIAIOTH
NolIyKoBoMy 3amuty. Jlo cucTtemM Takoro THIY HaJeXUTh 1 Bigomua
iH(popManiiiHo-IonrykoBa cuctema «lHpopmariitnuii nmopran HamionanbHOl

17



nouimii Ykpainuy». ['0JIOBHOIO METOIO CHCTEM JAHOTO THIY € MOMIyK iHdopMarii.
Bonwu, sk mpaBuio, HE MalwTh IHCTPYMEHTIB aHaJITUYHOI OOPOOKH BEIHUKHUX 1
HaJIBEJIMKWX 00CsTIB iH(popMmarrii.

Haiibinpm epekTMBHUMM 1HCTPYMEHTAMU KpPHUMIHAJIBbHUX aHAJITUKIB €
crieliaiizoBaHi 1HGpoOpMaIiiHO-aHATITUYHI CUCTEMH 1 KOMIUIEKCH KPUMIHAIBHOTO
aHami3y. CucteMu 1bOTO KJIacy MalOTh MOTY>KHUM HAO1p 1HCTPYMEHTIB aHAJIITHKA,
K1 J03BOJISIIOTH TPOBOJUTH TJIMOOKUN BCEOIYHMM aHali3 BEJIUKHX OOCSTIB
PI3HOTUITHUX AaHHUX 1 (OpPMyBaTH TIMOTE3M LIOJ0 aHAIIZYEMUX MOJIiN 1 00 €KTIB.
Haii6inpmn BimoMumu cucteMamu faHoro kiacy € 12, Palantir, HOLMS2, RICAS,
Maltego.

Cnucok BUKOPHUCTAHUX JIZKEPEJI.
1. Vol. 13 OSCE Guidebook Intelligence-Led Policing, TNTD/SPMU
Publication Series Vol. 13, Vienna, June 2017.

YK 343.9:159.9.075

JEOHIJ] BOJIOAUMHUPOBUY MOTTJIEBCBKHM

[Tpopektop XapKiBCHbKOTO HAI[IOHAIIBHOTO YHIBEPCUTETY BHYTPIIIHIX CIIPaB,
JIOKTOP IOPUIUYHUX HayK, Tpodecop

API'YMEHTALIA €AUHOI'O INIAXOAY APXITEKTYPHU BA3 TAHUX
MNPABOOXOPOHHUX AI'EHIIN YKPATHU

3rinno Pimenns Konerii MBC Vkpainu Bim 05.11.2018 p. Ne 18KM, a
takox Hakazy MBC Vkpainu Big 11.12.2018 p. Ne 1004 8 MBC Ykpainu 3 MeToro
iHTerpauii iHpopmatiiinux pecypcis MBC B HallloHaJIbHY CHCTEMY €JIEKTPOHHOL
B3aeMOJIi JepxkaBHUX 1HQopMamiiiHux pecypciB B MBC po3pobmnseTses 1
BIPOBaKyeThess €nuna [Hdopmariitna Cucrema opraHiB BHYTPIIIHIX CIpaB
Vkpainn. B Konmenmii 1 Ilporpami peanizamii miei Konmeniii mepegdaueHo
CTBOPEHHsSI €IMHOI MPOrPaMHO-TEXHIYHOI miargopmu s iHQOpMaIiiHOT
B3aemojii Bcix BimomMuux crpyktyp MBC Vkpaimu. Kpim Toro, mumu
JIOKyMEHTaMU Mepe0adeHo peamizaiis MexaHizMy MibkBigomuoi Bzaemozii €1C 3
1H(OopMaIIiHUMU peCypcaMy 1HITUX BIJIOMCTB.

B pimenni konerii MBC Vkpainu Big 05.11.2018 p. Ne 18KM Ttakox
3a3HAYCHO, N[0 «ICHY€ HarajibHa moTpeda B 3a0e3MeueHHI aBTOMATHU30BAHOIO
JOCTYMy IEHTPAIbHUX OpPraHiB BHKOHABYOI BJIAIH, y MeXaX MOBHOBaXCHb, IO
eNeKTpoHHUX 1HGopmamiitHux pecypciB MBC Tta 1IOBB 1 B arperamii maHux»
ockinbku MBC nocTiitHO 3/1iiCHIOE aKTUBHY 1H(OpPMAaIiiHY B3a€MOJII0 3 TAKUMHU
BimoMcTBaMu sk Ciyx6a Oe3neku Ykpainu, HamionansHe aHTUKOpYMIiHE 0I0OpO
VYkpainn, ['enepanbHa mpokypatypa Ykpainu, MiHICTEpCTBO  FOCTHIII,
Hamionanpauii 0aHk VYkpainu Ttomo. Ha moTouyHmii MOMEHT Taka B3a€EMOJIS
3MIACHIOETBCS  «...3a TMPUHITUTIOM (bopMyBaHH;[ 3aMuTy Ta  BIANOBIAL
0e3nocepeIHbO KOPUCTYBAaueM, TOJ1 SIK AOLIIBHO 3a0€3MeYUTH aBTOMATHU30BaHHI
JIOCTYI 'y MEXKax IOBHOBAKEHE 1 arperamir JaHux». T[akuil xKe TNPUHIHATL
peasi3oBaHUN y B3aEMOJIT MYX OKpeMUMH BigomcTBamu Bcepeanni MBC
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