Jlpyruii BaJIMBHI BUCHOBOK TOJISITA€ B TOMY, IO 1 3apa3 1 B MOJAJIBLIOMY
Ha 1HQOpMaLIHHOMY PUHKY OYIyTh PO3BUBATHCS BCE OUIBII BY3bKI CHeliami3alii i
BIJIMOBIJIHI TMOTOKW JTAaHUX, 1 3aTpeOyBaHi By3bKi (paxiBIli, siKi BMIIOTh €(hEKTUBHO
mpaioBaTi 3 HUMH. | 1€ 4yZ0BO PO3yMIiIOTh KEPIBHUKU CHJIOBHX CTPYKTYp B
CIIA, Benmuko6puTanii, Himeaunnu.

VY po3BuHEHUX KpaiHaX OCTaHHI POKM B PO3BUTKY 1 3aCTOCYBAHHI Cy4acHUX
TEXHOJIOTIYHUX 1HCTPYMEHTIB OOpOOKM JaHWUX B IPABOOXOPOHHHUX CTPYKTypax
3pobisieHnit B OykBabHOMY ceHcl mpopuB [1, 2]. OcHOBHUMHU TIepeTyMOBaMHU JIIsI
TaKOTO MPOPUBY CTAJIM HACTYIHI (PaKTOPH:

1) nenTpanizoBana (3BepXy) CTUMYJIAIIS 1 MOTUBAILIS IIUX MPOIECIB HA PiBHI
KEpIBHUIITBA CHJIOBUX CTPYKTYD;

2) aKTUBHA CIIBIpAIsl CUJIOBHX CTPYKTYp 3 TPOBIIHUMH HayKOBHUMHU
CTpYKTypamMu (NMpPOBIJHUMHU YHIBEPCUTETAMH, MPOBIIHUMH KOMEPLUIMHUMH
¢bipMamu - CBITOBUMHU JIIIEpaMU B MEPEAOBUX CYYaCHHUX Traiy3sx, B IEpILy Yepry,
B IT-chepi Ta poOOTOTEXHIKM) B HANHOUIBII MEPCHEKTUBHUX TEXHOJOTTUHUX
HaIpsIMKax;

3) notyxHe (piHAHCYBaHHS MEPCICKTUBHHUX MPOCKTIB.
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BJIAJJUCJIAB BJIAJIUCJIABOBHAU I'Y A1JITH

KypcaHT 2 kypcy axynbrery Ned XapKkiBChKOTO HalllOHAJTLHOTO YHIBEPCUTETY
BHYTPIIIIHIX CITpaB

BOJIOJJUMHP MUXAMJIOBUY CTPYKOB

KaHJIUJAT TEXHIYHUX HaYK, IOIEHT, mpodecop kadeapu iHPpopMaiiiHuX
TEXHOJIOT1H Ta KibepOesneku dakynbTeTy No4 XapKiBCHbKOTO HAI[IOHAIIBHOTO
YHIBEPCUTETY BHYTPILIHIX CIIpaB

HHPOBJIEMHU 3AXUCTY 3AIIN®POBAHUX JTAHUX
B EIIOXY KBAHTOBUX TEXHOJIOI'TA

Ha croroanimHiil qeHp OublIa YacTUHA 1H(OpMaIli, SKa MepeaaeTbes Mo
BIIKDUTUX KaHalax IMepefavi JaHuX, MUQpPyeTbcss 3  BIOPOBAIHKCHHIM
KpUNTOorpadiuHuX CUCTEM 3 BIAKPUTUM KitoueM. [IpuHuun poboTu JaHUX CUCTEM
MoJIATa€ 'y BUKOPUCTAHHI JIBOX KIIOUIB. BIIKpuTUH KIIOY KOPECTOHIEHTA
BUKOPUCTOBYETHCS MpH MK (PPyBaHHI BUXITHOTO MOBITOMICHHS. BiH my0OmikyeTbes
y BIOKpUTOMY JOCTymi. 3akpuTuii a00 CEKpPeTHWH KJII0Y BXKMBAIOTh NIpU
po3mmGpPOBI OTPUMAHOTO TOBiAOMIIEHHSA. 3 KiHIM 70-x pokiB XX CTOMITTA
HANOUTBIII BUKOPUCTOBYBAHOIO CUCTEMOIO 3 BIAKPUTUM KJIIOYEM € anroput™ RSA.
Crilikicte anroputMy RSA rpyHTyeThCs Ha TOMy, 10 (PaKTOpH3aIlis BETHMKUX
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qucell — Ay)Xe CKJIaJHa MaTeMaTUyHa 3ajaya, Jig po3B’sI3aHHS K01 10 CUX Mip HE
ICHy€ JIOCTaTHIX OOYHCIIOBAJIBHUX TIOTY)KHOCTEM, a TakoX e(EeKTUBHOTO
anroputMiuHoro pimeHHs. Came ToMy KpunTorpadiuHa cucrtema 3 BIIKPUTHM
KJIFOUEM JOBTUH Yac BBaKajlacid OJIHIEIO 3 HAWHAMIWHIMIMX CUCTEM IIUGPYBaHHS
[1].

Opnak B 1994 poui amepuxancbkuii Buenmit Ilitep Illop po3poOus
KBaHTOBHUI anroput™m Qakropuzaiii (amroput™ Ilopa). OTpumanuii KBaHTOBHIA
aJITOPUTM, HA BIAMIHY BiJ KJIACHYHUX AJITOPUTMIB, CHPABISAETHCS 13 3aBAAHHSIM
dakTopu3alii 3a moiHOMIaNbHUN Yac. Buxonsuu 3 mporo dakty anroputm Lllopa
Moske Oyt BUKopucTanuii ams 3momy RSA. CyTh anroputMmy mossArae B 3BeJCHHI
3amaul (akTopuzallii J0 MOLIYKYy mepioay aeskoi (yukmii. SAkmo Bimomwuid ii
nepios, To Qgakropuszauis 3A1MCHIOETHCS 3a JOMOMOIO anroputmy EBkiina 3a
peanbHUl Yyac Ha KJIacCMYHOMY Komm'torepl. Takum yuHoMm, niaxia Hlopa Bkirodae
B cebe JBl YaCTMHU: KJIAcH4YHY 1 KBaHTOBY. KBaHTOBa uacTuHa 3aliMa€eThCs
MOIITYKOM Tiepioly (PyHKIIIi, a KJIacChYHa YaCTUHA CIIOYATKYy TOTYyeE 110 (PYHKIIIO, a
MOTIM TIepeBips€ TepioJ, 3HAWIACHUN KBAaHTOBOI YAaCTUHOIO. SIKIIO mepiof
3HAWJICHW TPaBWIbHO, TO 3ajauda Oyzae BupimeHa. Takum yuHoMm, [litep Illop
NO0Ka3aB, 110 JOCUTh MOTYKHUN KBAaHTOBUM KOMII'IOTEP MOKE 3 JIETKICTIO 3J1aMaTu
anroput™ RSA, 1 1e BHKIMKaJIO IIOK cepell CHeIiaaicTiB 3 1H(popMariiHoi
Oe3neKu.

BBaxanocs, mo ans 31oMy RSA-mmdpyBanHs, Ha sSkoMy MM0OyqoBaH1
ChOTOAHI Maie BCl CUCTEMH, IO MepearTh 1 30epiraroTb KOH(IAEHIINHY
1H(popMarlito, HeoOX1JHUN KBAHTOBUM KOMITHOTEP 3 MUIbSIpAOM KyOiTiB. OnHaK
HEIIOAaBHO JOCIIJPKEHHs] KBaHTOBUX oOuuciieHb, npoBeneHe Kpeiirom ['inHi 3
Google 1 Maptinom Ekepoii 3 KoponiBcbkoro iHCTUTYTY B CTOKI0JIbMi, BIIKPHIIO
OUIbII €(PEeKTUBHUI METOJ 3JI0OMy CUCTEM HIM(PYBaHHS 1 HA MOPSAJOK CKOPOTHIIO
BUMOTHU JI0 pecypciB. BoHu noBenu, mo uist 310My 3Hag0O0UThCS BChoro 20 MIH
KyOIT 1 BiciM roauH po6oTu. KpiM Toro, BOHU HiApaxyBaiu, o npuctpoi 3 20 MiiH
KyOIT, 1110 HEMOKJIMBI CbOTOJTHI, MOKYTh CTaTH PEATbHICTIO uepe3 25 pokiB [2].

[Iporpec B 00yiacTi CTBOpPEHHS KBAaHTOBOTO KOMITIOTEpa e MIBUAIIC HIX
nependavanoca. Kpamoro pesynbrary y po3poOili KBaHTOBOTO KOMIT IOTEpa
nomoriacs komnanis IBM, sika 3a J0mOMOTOr0 KBaHTOBOTO KOMIT'IOTEpa 3 M'STH
KyOITiB 3MOTJIa PO3KJIACTH HAa MHOXHUKH unciio 15. Kananceka kommanis D-Wave
BUITYCKA€ KBAaHTOBI KOMI'IOTEPH 3 TUCAYl KYyOITiB, 3 SKUMHU E€KCIEPUMEHTYIOTh B
Google 1 NASA. Opgnak mammna D-Wave — He yHiBepcaldbHUN KBaHTOBHUI
KOMIT'IOTEp, 1 1i mepeBara B MOPIBHSIHHI 3 KJIACMYHUMH KOMM'tOTepamMu OaraThMa
ockapxkyeThbes. [lopsn 3 ycmixamu kommaniii IBM 1 Google, HaykoBi rpynu 3
['apBapaa Ta yHiBepcuTeTy MepujieHly MPaKTHYHO OJHOYACHO peaii3yBajid Bl
HOBI CHUCTEMHU JJIsl KBAHTOBUX 00uUUCIieHb 3 51 1 53 kyOiTamu.

Omxe, 31 30UTBIIEHHSM 3arpo3 MMHUGPYBaHHS JaHUX 3a JOIMIOMOTOIO
TpaauiiitHoro anroputMy RSA, ciijn BIpoBapKyBaTH HOBI MIAXOAW MU(pyBaHHS
iHpopmarii. CreniaaicTd NPONOHYIOTh 3aCTOCYBAaTH KBAHTOBY Ta MOCTKBAaHTOBY
kpuntorpadiro. Ilepmmii miaxing — mocTkBaHTOBa Kpunrtorpadis MpPOINOHye HOBI
aNropuTMH MHQpyBaHHS, SAKI 0a3ylOTbCsl HAa MaTEMaTHYHUX 3ajadax, IIo
NPEICTaBISIIOTh CKIAAHICTh JJISl 3JIOMY K «KIACHYHUMH», TaK 1 KBAHTOBUMH
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komm'rorepamu. Ha 11eif MomeHT B cdepl MOCTKBaHTOBOI Kpunrtorpadii BeayThCs
HAyKOBI JOCTIDKEHHSI 3 TOIIYKY TaKuX alrOpPUTMIB, BUKOHYIOTHCS NEPEBIPKU
ICHYIOUHX pIIIeHb 1 MUIOTHI MPOEKTH iX peanizaiii. OgHaK 10 CUX Mip HA PUHKY
BIICYTHI €IMHI BHU3HAHI CTaHAAPTH TOCTKBAHTOBOTO MIM(pyBaHHS, K1 JOBEIU
CBOIO e(eKTUBHICTb. MOXIJIMBA CHUTYyallid, MPU SKI 3 PO3BUTKOM KBAaHTOBHUX
KOMM'IOTEpIB OOpaHUM aJIrOPUTM BXKE HE 3a0€3MeUnTh HEOOXITHUM pIBEHBb
3aXUCTy, 1 MOro JOBENEThCA MIHATH. ToMy BaxJIMBO BUOpAaTH ONTUMAaJIbHUMN
aJITOPUTM BiJpa3y. [HIIa 0cOOMMBICTh MOCTKBAHTOBOI KpuITorpadii — 1e BUCOKI
BUMOTHU /10 OOYHUCIIOBAIBHUX PECYpCiB. 3 OAHOTO OOKY, /laHi aJTOPUTMH MO>KHA
pealii3yBaTu MPAaKTHYHO B OyAb-IKOMY MPOTPAMHOMY KOJi, 3 IHIIOTO OOKY — IpH
3pOCTaHHI O0CSTIB JaHUX, 110 3aXHUINAIOTHCS, MOTYKHOCTI HAsIBHOTO OOJIaTHAHHS
MO’K€ BUSBHUTUCS HEAOCTATHBO.

Jpyruii migxin — KBaHTOBa Kpumrorpadis, ska ains 3a0e3nedyeHHs
CEKpETHOCTI 1H(opMaIlli BUKOPUCTOBYE OCHOBHI 3aKOHHW KBAaHTOBOI MEXaHIKH. Y
KBaHTOBIM KpunTorpadii MoOXKHa BHUAUIMTH HACTYIHI OCHOBHI HaIPSMKHU:
TEXHOJIOT1i KBAHTOBOI Tepeaayl JaHUX, TEXHOJIOT1T KBAaHTOBOTO PO3MOILITY KIIIOYiB,
KBaHTOBE MU(GPYBaHHS, TEXHOJIOT] KBAHTOBOI HU(PPOBOTO MIAMUCY, TEXHOJIOTI
KBAaHTOBOTO Xe€llyBaHHs. MaremMatnyHo OyJio JOBEIEHO, 10 KBAHTOBI KaHAJH
nepegavl JaHUX € HalOe3NMeyHIIMMH, L0 J03BOJSIE OTPUMAaTH HOBHUM PpIBEHb
3axucty iH(opmarii. Hociem indopmariii, sika 3amudpoBaHa 3 BUKOPUCTAHHIM
3aKOHIB KBAaHTOBOI MEXaHIKM, B JaHOMY BHUIAJKy OyJe KBaHTOBUW O0'€KT,
Hanpukiaa, GotoH. 3rifHO PpyHAAMEHTATLHUM 3aKOHaM KBAHTOBOI (PI3MKU BUMIP
KBaHTOBOT0 00'ekTa a00 Oy/b-IKWI 1HIIWIA BIJIMB HA HHOTO MPHU3BOAUTH 10 3MIHU
Horo craHy. 3 1IbOrO0 BUIUIMBAE, 110 CIpoOa MEPEXONMUTH MOBIIOMJIEHHS a0o
MPOCITYXOBYBaHHS KaHaly MpU3BEIE 0 3MIHU CTaHy (POTOHA, IO BiApa3y K CTaHe
BIJIOMO oJiepKyBauy. CKJIaHICTh MEPEXOIUICHHS Ta po3MHU@pyBaHHs 1H(hopMali
noyisirae 'y mossipusaiii - gorona. Ilomsipuzaiiiss BUKOPUCTOBYETHCS, SK IS
mudpyBaHHs Tak 1 s gemudpysands. Hanpukinan, GdoToHH, M0 MOASPU30BaH1
10 BEPTHUKAJI, MOXKYTh KOAYBATH OJUHUIIO, & TI0 TOPU3OHTANI — HYJIb. BuMipsaru
MOJISIPU3AIIII0 MOXHA TIJILKU OJTMH Pa3, MICIs YOTO CTaH HE3BOPOTHHO 3MIHIOETHCSI.
KBaHTOB1 KaHanmu mepefadi JaHUX € OCHOBOIO JUIS peailizallii aJropuTMiB
KBAaHTOBOTO PO3MOAUTY KIIOYIB — TOJIOBHOTO HAmNpsSMKY PO3BUTKY KBaHTOBOI
kpunrorpadii. TexHOI0TisI KBAaHTOBOTO PO3MOITY KIIIOUIB JI03BOJISIE PO3MOIIISTH
KJIIOYl MK BIJJAJICHMMHM KOPHCTYBauaMHM MO BIAKPUTHUX KaHajgaxX 3B'SI3KY,
IPYHTYIOUUCh HA 3aKOHAX KBAaHTOBOI (pi3uku. TexHonoriss KBaHTOBOTO PO3MOALILY
KJIFO4iB OYyEThCS HA HEMOXKJIMBOCTI KOMIIOBAaHHS HEB1JIOMOTO KBAHTOBOT'O CTaHY,
HEMOXXJIUBOCTI  MPOCIIyXaTH CHUTHAJ, HEMOXJIUBOCTI aOCOJIOTHO HAIIAHO
PO3pI3HUTH J1Ba PI3HUX CTaHU [3].

KBanToBa kpuntorpadis € UIJIKOM IPaLIOI0Uu0I0 TexHoJoriew. Hanpuknan,
niBeiapcpka npuBaTHa kommnadig ID Quantigue 3a06e3nevyBaia 3aXUCT JAHUX MPU
MepeCIaHHl Pe3yNbTaTiB Mi[paXyHKy rosiociB Ha BuOopax B IlIBeiimapii 3a
JOTIOMOTOI0  KBaHTOBO1 ~ kpunrtorpadii. Ilepemkomoro s  MOBCIOAHOTO
3aCTOCYBaHHSA KBaHTOBOi kpumrorpadii € oOMexeHa BiICTaHb, Ha SKE MOXKHA
nepeaaBatu Gotonu. [Ipoxomsun depe3 ONTUYHE BOJIOKHO, MOJOBHMHA (DOTOHIB
BTpaudaeThcsi KoxkHI 10-15 kM, 1m0 poOuTh mepeaauy Kiro4a Ha BiJCTaHb Olible
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200-300 kM mpakTUYHO HEMOXJIUBOIO. Ajie Kurtaii 3ampornoHyBaB BUPIMIUTH IO
po0IeMy, 3amyCTHBIIM KBaHTOBHH CymyTHHK. CYIMyTHHK TPOBOJIUTH CEaHCH
KBAHTOBOT'O 3B’SI3KY 31 CTaHIIISIMH, 1110 pO3TAIllOBaH1 Ha 3eMJIi, TOKU IPOJIITAE HAT
HuMmH. lle no3Bossie CyTTEBO 30UIBIIMTH BiACTaHb MNpH Tepefadi JaHuX Yy
3amuppoBaHOMY CTaHI MK BIJTAJICHUMH TOYKAMH.

TakuM 4YHHOM, 3 PO3BUTKOM KBAaHTOBHUX TEXHOJIOTIH BCl TpaauIiiiHi
ACUMETPHYHI Ta CHMETPUYHI aJIrOPUTMH IMU(GPYBaHHS CTAalOTh BCE MCHII
Hamiiaumu. Tak, s BuUpimieHHS 1€l MacmTaOHOi 3amadi Jep)KaBHUM Ta
MIPUBATHUM YCTAaHOBAM CJIiJ] CIPSIMYBATH yBary Ha BIPOBA/KCHHSI MTOCTKBAHTOBOT
Ta KBAaHTOBOI KpumTorpadii.
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OJIEKCAHP OJIEKCAHAPOBUY MOKA€B

JOKTOp TEXHIYHUX HayK, mpodecop, nmpodecop kadeapu iHPopMaLiiitHIX
TEXHOJIOT1H Ta KibepOesneku pakynbTeTy No 4 XapKiBChbKOro HaI[lOHAJIBHOTO
YHIBEPCUTETY BHYTPILIHIX CIIPaB

FOPIA ITIETPOBUY I'OPEJIOB

KaHAUAAT TEXHIYHUX HAYK, JIOLIEHT, IOIEHT Kadeapu iHpopMamitHux TEXHOJIOT i
Ta kibepoOesneku dakynbTeTy Ne 4 XapKiBCHKOTO HAIIIOHAILHOTO YHIBEPCUTETY
BHYTPIIIIHIX CITpaB

BUKOPUCTAHHSA IMYHHHUX AJITOPUTMIB Y CUCTEMAX
3AXUCTY IHOOPMAIIIT

VY 3B'S3Ky 3 O€3MpeneaeHTHO MIBHJIKHUM PO3BHTKOM KOMII'TOTEPHUX i
TEJIEKOMYHIKALIHUX TEXHOJIOTIHA Ta MEepexo/IoM 10 1HGOPMAIIHHOTO CYCIILCTBA
npobiema 3a0e3nedeHHs KiOepOesneku 1 moOyAoBH iH(OpMaIIHO-0e3MeYHNX
PO3MOIIIIEHUX 00UUCITIOBAILHUX CUCTEM CTajla OJIHIEI0 3 HAMOUIBIIT aKTyaIbHUX.

TpanuiiiiHi METOIM BUSBIICHHS BTOPTHEHB, IO 3aCTOCOBYIOTHCS CHOTOJIHI,
HE 3/1aTHI 3a0€3MeYNTH HAAINHUN 3aXUCT KOMI'IOTEPHUX CUCTEM Bl IPOHUKHEHHS
KOMITFOTEpPHUX BIPYCIB, HECAHKI[IOHOBAHOTO IOCTYITy, BTOPTHEHb 1 1H. MeToau
MITYYHOTO 1HTENEKTY JO3BOJISIIOTH CTBOPUTH MPHUHIIUIIOBO HOBI aJITOPUTMHU
BHSBJICHHS IIKIVIMBUX IIpOrpaM Ta 3HAYHO ITJIBHUIIUTH PIBEHb 3aXHUIIECHOCTI
KOMITFOTEPHHUX CHUCTEM IUIIXOM peasizallii cucteM BusiBieHHs BToprHeHb (CBB),
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