200-300 kM mpakTUYHO HEMOXJIUBOIO. Ajie Kurtaii 3ampornoHyBaB BUPIMIUTH IO
po0IeMy, 3amyCTHBIIM KBaHTOBHH CymyTHHK. CYIMyTHHK TPOBOJIUTH CEaHCH
KBAHTOBOT'O 3B’SI3KY 31 CTaHIIISIMH, 1110 pO3TAIllOBaH1 Ha 3eMJIi, TOKU IPOJIITAE HAT
HuMmH. lle no3Bossie CyTTEBO 30UIBIIMTH BiACTaHb MNpH Tepefadi JaHuX Yy
3amuppoBaHOMY CTaHI MK BIJTAJICHUMH TOYKAMH.

TakuM 4YHHOM, 3 PO3BUTKOM KBAaHTOBHUX TEXHOJIOTIH BCl TpaauIiiiHi
ACUMETPHYHI Ta CHMETPUYHI aJIrOPUTMH IMU(GPYBaHHS CTAalOTh BCE MCHII
Hamiiaumu. Tak, s BuUpimieHHS 1€l MacmTaOHOi 3amadi Jep)KaBHUM Ta
MIPUBATHUM YCTAaHOBAM CJIiJ] CIPSIMYBATH yBary Ha BIPOBA/KCHHSI MTOCTKBAHTOBOT
Ta KBAaHTOBOI KpumTorpadii.

Cnucok BHUKOPHUCTAHUX JI7KEPET:
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2. How to factor 2048 bit RSA integers in 8 hours using 20 million noisy
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3. Willi-Hans Steeb, Yorick Hardy Problems and Solutions in Quantum
Computing and Quantum Information (third edition). World Scientific. Singapore.
2011.
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JOKTOp TEXHIYHUX HayK, mpodecop, nmpodecop kadeapu iHPopMaLiiitHIX
TEXHOJIOT1H Ta KibepOesneku pakynbTeTy No 4 XapKiBChbKOro HaI[lOHAJIBHOTO
YHIBEPCUTETY BHYTPILIHIX CIIPaB

FOPIA ITIETPOBUY I'OPEJIOB

KaHAUAAT TEXHIYHUX HAYK, JIOLIEHT, IOIEHT Kadeapu iHpopMamitHux TEXHOJIOT i
Ta kibepoOesneku dakynbTeTy Ne 4 XapKiBCHKOTO HAIIIOHAILHOTO YHIBEPCUTETY
BHYTPIIIIHIX CITpaB

BUKOPUCTAHHSA IMYHHHUX AJITOPUTMIB Y CUCTEMAX
3AXUCTY IHOOPMAIIIT

VY 3B'S3Ky 3 O€3MpeneaeHTHO MIBHJIKHUM PO3BHTKOM KOMII'TOTEPHUX i
TEJIEKOMYHIKALIHUX TEXHOJIOTIHA Ta MEepexo/IoM 10 1HGOPMAIIHHOTO CYCIILCTBA
npobiema 3a0e3nedeHHs KiOepOesneku 1 moOyAoBH iH(OpMaIIHO-0e3MeYHNX
PO3MOIIIIEHUX 00UUCITIOBAILHUX CUCTEM CTajla OJIHIEI0 3 HAMOUIBIIT aKTyaIbHUX.

TpanuiiiiHi METOIM BUSBIICHHS BTOPTHEHB, IO 3aCTOCOBYIOTHCS CHOTOJIHI,
HE 3/1aTHI 3a0€3MeYNTH HAAINHUN 3aXUCT KOMI'IOTEPHUX CUCTEM Bl IPOHUKHEHHS
KOMITFOTEpPHUX BIPYCIB, HECAHKI[IOHOBAHOTO IOCTYITy, BTOPTHEHb 1 1H. MeToau
MITYYHOTO 1HTENEKTY JO3BOJISIIOTH CTBOPUTH MPHUHIIUIIOBO HOBI aJITOPUTMHU
BHSBJICHHS IIKIVIMBUX IIpOrpaM Ta 3HAYHO ITJIBHUIIUTH PIBEHb 3aXHUIIECHOCTI
KOMITFOTEPHHUX CHUCTEM IUIIXOM peasizallii cucteM BusiBieHHs BToprHeHb (CBB),
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SAKI PpO3TJSIAAIOTBCA K OAWH 3 0a30BHX EJIEMEHTIB CHCTEMHU 3aXHUCTY
1H(OpMaIIiiTHOT CHCTEMH.

[Tlin CBB po3ymiloThcsi mporpamMHi Ta NpOrpaMHO-arapaTHI TEXHIYHI
3aco0u, 110 peani3yroTh (QYHKIT aBTOMAaTH30BaHOTO BUSBIICHHS B 1H(pOpMaIliHHUX
cUcTeMax /i, CHpsAMOBaHMX HA HABMHUCHUNM HECAHKI[IOHOBAaHUW JOCTYI [0
iH(opMalrii, a TakoX CIieliaTbHUX BIUIMBIB Ha 1H(pOpMAITi0 3 METOIO 11 J0OyBaHHS,
3HMILCHHS, TepekpydeHHsi abo OnokyBaHHs. Buninstotecss na tunu CBB:
CHUCTeMU BUSIBICHHS BTOprHeHb piBHA Mepexi (Network Intrusion Detection
System, NIDS) i cucremu BusiBJICHHS BTOprHeHb piBHs By3na (Host-based
Intrusion Detection System, HIDS).

OcHoBue 3aBmanHa CBB - anami3 310paHux JaHUX 3 METOIO BUSIBJICHHS
BTOpPrHeHb. Jlyisi 1i BUpIMIEHHS BUKOPHCTOBYIOTHCS OJIHOYACHO CUTHATYpHI 1
eBpucTUYHI MeToau. Croci0 Mi3HAHHS CUTHATYPH MOJSAraEe B ONMCI aTakud y
BUTJISIII CUTHATYpU 1 TOIIYKY JaHOiI CUTHATYpH B KOHTPOJIHLOBAHOMY IPOCTOPI
(MepexxeBuil Tpadik, KypHaiai peectparii 1 T.J.). SIK cUTrHaTypa aTaku MOXKe
BUCTYINATH IIA0JOH M1l a00 PsJOK CHMBOJIB, 10 XapaKTEPU3YIOTh aHOMAJIbHY
aKTUBHICT, B 1HpopMamiiHiii cuctemi. He3Baxaioun Ha e(QEKTUBHICTD
CUTHAaTypHOTO METOJy, ICHY€ MpoOjieMa CTBOPEHHS TaKOi CUTHATypH, sika O
OMKCyBaJla BCl MOXJUBI Moauikaimii araku. [[ns BupilieHHs Ii€i mpoOiiemMu
3aCTOCOBYIOTBCS €BPUCTUYHI MeETOAM. JlaHi MeToau JomoMaraloTh BHSIBIISITH
BIIXWJICHHS BiJI HOPMajdbHOTO (DYHKI[IOHYBAaHHS aBTOMAaTHU30BaHOI CHUCTEMH,
BUKOPHUCTOBYIOUH €TAJIOHHY MOJenb (yHKIIOHyBaHHA. CroyaTKy BH3HAYA€THCS
TUIIOBI 3HAYEHHS JUIsl TaKUX MapameTpiB, K 3aBaHTaxeHicTh LII1Y, akTuBHICTBH
poOOTH JMCKa, YacToTa BXOJy KOpHUCTyBayiB B cucremy 1 1Hmi. Ilotim npu
BUHUKHEHH] 3HAYHMUX BIJXWJEHb BiJI LMX 3HAYECHb CHUCTEMA CHUTHAII3YyE MPO
3arpo3JMBY CUTYAIlIIO.

[lepcrieKTUBHUMU [JI1 PO3POOKU AITOPUTMIYHOTO 3a0€3MEUYEHHS] CHCTEM
3axXHCTy 1H(MOpMaIIii, [0 MAOTh BHUIIE3TaIaHl BJIACTUBOCTI, € METOIH, 3aCHOBaHI
Ha TMPUHIUIAX POOOTH HEUPOHHOI MEpexi, IMITAIIHHOTO MOJIEIIOBAHHS Ta
IMyHHOIT cucTemMu. Bukopucrtanus octanaboro metoy B CBB € omauM 3 HaitOubIIn
MEPCIEKTUBHUX, OCKIIBKUA CaM MPHUHIIMI pOOOTH IMyHHOI CUCTEMH 1 BIIACTUBOCTI,
SKUMH BOHA XapaKTEePU3YEThCS, MAKCUMAJbHO OPIEHTOBaHI HAa BHPIMICHHS
3aBJaHHS BUSABJICHHS 1HIUACHTIB i1H(popMamiiHoi Oe3neku. [lltydyna iMyHHa
cuctema (LLIC) 6ynyeTses, K mpaBUilo, TUIBKKA Ha JBOX IEHTPAIbHUX MOHITTAX:
AQHTUTEH - AaHTUTLIO. SIK aHTUTE€HU BUCTYNAIOTh CUCTEMHI BUKIMKH a00 MEpPEKeBi
naketu. [Ipy nepBUHHIN 3yCcTpiyl IMyHHOI CUCTEMHU 3 AHTUTE€HOM BiH BUBYA€ETHCH, 1
Ha IIJICTaBl CKJAJEHOro mabloHy BUPOOJSIOTHCS AHTUTLNA, SIKM 3HUILYIOTH,
0JIOKYIOTh 200 MPOIYCKalOTh AHTUTEH.

OparM 3 MOXIMBUX BapiaHTIB CTBOPEHHS CHUCTEMH, 3aCHOBAHOI Ha
OpUHIIMIAX pPOOOTH IMYHHOI CHCTEMH JIIOJIMHU, € peami3alis aJroOpuTMy
HEraTHUBHOTO BimOOpy. [lsi mosicHeHHs Toro, K iMyHHa cuctema "OGoperhcs'
MPOTU UYKOPITHUX AHTUTEHIB, BUKOPUCTOBYETHCS TEOPIs KIOHAIBHOI CEJIEKIIii.
Konu anTWreH mpoHHWKae B >KMBUN OpraHi3M, BiH MOYMHAE PO3MHOXKYBATHCS 1
BpaXaTH CBOIMH TOKCMHAMH KJIITHHU opraHiamy. Ti1 KIITHHH, SKI 3JaTHi
pO3Mi3HABATH UYKOPIAHUNA aHTUTEH, PO3MHOXKYIOTHCS CIOCOOOM, MPOMOPIIIHO
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CTYIICHsI iX pO3Mi3HABAHHS: YMM Kpalle pO3IMi3HaBaHHS AHTUTECHY, THUM OlbIIa
KUIBKICTh TTOTOMCTBA (KJIOHIB) Oynie ctBOpeHe. IlpoTsarom mporecy penpomykii
KJIITHHU OKpeMi KJIITHHM IiJJIal0ThCA MyTallli, sKa J03BOJse iM MaTH OUIbII
BHCOKY BIIMOBIAHICTh (ahiHHICTB) 10 aHTUTEHY, 110 pO3Mi3HaeThcs. HaBuanHsa B
IMyHHIM cucTeMi 3a0e31euyeThCsl 301bIIIEHHSIM BIIHOCHOTO PO3MIPY MOIYJIAII 1
aiHHOCTI THX JIMQOIUTIB, SKI JOBEJIM CBOI I[IHHICTh IpPH PO3Mi3HABaHHI
MpeACTaBIeHOro aHTureny. OCHOBHMMH IMYHHHMMH MeEXaHI3MaMH TpH po3pooii
aNropuT™My € OOpoOKa MEBHOI MHOXHHU AQHTUTII 3 HAOOpYy KIITHH MaM'siTi,
BUJIAJIEHHS! AHTUTLI 3 HU3bKOIO a(piHHOCTIO, TO3pPIBAHHS a(iHHOCTI Ta MOBTOPHUUI
B1JI01p KJIOHIB MPONOPLIMHO iX aIHHOCTI 10 aHTUTEHIB.

IIC 3 KIOHAIBHOIO CEJIEKIIEI0 JI03BOJISIIOTh BUSIBUTH HAaBMHUCHI 3MIHU B
JAHUX, 110 KOHTPOJIOThCA. Takum unHOM, 3actocyBaHHs LIIC sk eBpucTruaHOTO
OJIOKYy CHUCTEM TNPEBEHTUBHOI'O 3axXHCTy 1H(pOpMalii J03BOJISIE €()EKTUBHO
BUpIIIYBAaTH 3aBJaHHS BUSBJICHHS aHOMAIM B [JisIX KOPUCTYBayiB CHCTEM Ta
Mepex)eBoro Tpadiky.

Y nomoBiAl po3rISAAlOTBCSA JIESKI OCOOJIMBOCTI peanizallli aaropuTMy
KJIOHAJILHOI CEJICKI(Ii 3 BUKOPUCTAHHSIM IIPOIICAYPH MyTallii, T0Oy/I0BH JETEKTOPIB
Ta aHTUT'CHIB, @ TAKOX PO3paxyHKy aiHHOCTI aHTHUTLI.
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KOMILIEKC MATEMATUYHUX MOJIEJIEA ITPOIIECCY
YIIPABJIIHHSA PO3POBKOIO ITPOI'PAMMHOI'O 3ABE3ITEYEHHA

[IpoBeneni JOCHIMKEHHS TMOKa3ajdd, M0 B JAaHWK dYac ICHYE JEKiJIbKa
HalOUIbII monmyJsipHUX MetopoJiorid  po3poOku I13. Cepen HuX AOULIBHO
BUJIJTUTH CIMEICTBO «THY4YKUx» Merogodoriid Agile (XP, SCRUM) 1 meTononorii
«n0ainuBoro BupoOHuITBay (Kanban). YV ko0HOI 3 HUX € CBOi OCOOJIMBOCTI, SIKi
BapTO BpaxoOBYyBaTH, BUOWpAIOYM Ty YM I1HIIY METOAOJIOTIIO JJIA YIpaBIiHHS
IIPOEKTOM.

Kpim TOro, AJisi YyCHIIIHOTO YMPaBIiHHS MPOIECOM PO3POOKH MPOTPaMHOTO
3a0e3nedeHHs OyBa€ HENOCTaTHRO BHOpAaTH YHM  IHIIY METOJOJIOTIIO 1
JOTPUMYBATHUCA 11 IPOTATOM YChOTO MPOIECY. Y pasi JOCHUTH BEIIUKOTO MPOEKTY,
po3poOKa SKOTO BEOEThCS [OCHTHh JOBTHH TMEpioJl 4acy, BaXXJIMBOIO MOXeE
BUSIBUTUCA 3[aTHICTh LIBUAKO aJanTyBaTH BUKOPHCTOBYBaHY B JaHUW MOMEHT
METOJIOJIOTII0 BIAMOBIIHO [0 OOCTaBUH, IO 3MIHIOIOTHCS, TOOTO MO CYyTI
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