00’eKTaMH 3JI0MYy BCe uacTiiie OynyTh MOPTATHUBHI MPHUCTPOI, a TaKOXK MOOYTOBI
CUCTEMH THUITYy «PO3YMHHH OYTUHOK», TOIIIO.

4. 3HauyHOIO0 po0JIEeMOI0 y MPOTUCTOSTHH1 Ki0€p3JI0YMHHOCTI
3IMIIIATUMETHCS KPUMIHAJIbHA MISUTBHICTD «IHCAHUACPIBY.

5. KiGep3nmouuHill Bce OLIble yBaru NPUAUISTAMYTh MPUXOBYBAHHIO CHi1B
CBOE€1 3IIOYNHHOCTI.
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METPO CEPI'TMOBHY KJIIMYIIUH

KaHAuAAT TEXHIYHUX HAYK, JOICHT, AOLECHT Kadeapu iHGOPMAIIMHUX TEXHOIOTIH
¢dakynpTeTy No 4 XapKiBCHbKOTO HAI[IOHAILHOTO YHIBEPCUTETY BHYTPIIIHIX CIIPaB

KPUINITOIPAGIYHUI 3AXUCT IHOOPMAIIII
3 OBMEXEHUM JOCTYIIOM

Komrmnekcuuii 3axuct iHpopmarii IpyHTyeThbCSl HA BUKOPUCTAHHI TTPaBOBUX,
G13UYHMX, OpraHi3aIliiHuX Ta MPOrpaMHO-anapaTHUX 3ac001B 3aXUCTy 1H(oOpMaIlii,
70 SIKUX HaJeXuTh Kpunrtorpadiuamii 3axuct indopmamii. Llel Bug 3axucry
iH(bopMaIli peanizyeTbcs NUIIXOM TEpeTBOpPEHHs 1H(OpMaIllii 3 BUKOPUCTAHHAM
KJIIOYIB Ha OCHOBI MAaTeMaTMYHUX METOAiB. € JBI METH BHKOPUCTAHHS
KpunrorpadiuHux METOAIB — MPUXOBYBaHHS 1H(MOpMAIll nUISIXOM 11 mm@pyBaHHS
Ta MIATBEPKEHHS HOPUIUYHOI 3HAYMMOCTI JOKYMEHTIB 3 BHKOPHUCTAaHHSIM
€JIEKTPOHHOTO MIIUCY.

Kpunrorpagiuai  MeToad BUpINIYIOTH JBa 3aBIaHHA — 3a0e3MeyYeHHs
KOH(IACHIIMHOCTI 1HQOpMallli NUIIXOM 1M030aBJIEHHS 3JIOBMHUCHMKA MO>KJIMBOCTI
BUI00YTH 1HGOpMAIlI0 3 KaHAy 3B’3Ky Ta 3a0e3ledeHHs IUTCHOCTI 1HhopMariii
IUISIXOM HEIOMYIIEHHS 3MIHU 1H(OpMallii Ta BHECEHHSI B HEl HeTpaBIuBOro 3micty [1].
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AHaJmi3 JiTepaTypHHUX JDKEpeN Ja€ MiJACTaBu CTBEPKYBaTH, IO y Mpoleci
BUKOPHUCTAHHA KpUNTOrpadiyHUX 3aco0iB 3aXHCTy 1H(OpMalii € IEeBHI HETOIKH,
AK1 3HUKYIOTh €(DeKTUBHICTD 1X (DyHKI[IOHYBaHHSI.

MeTor0 AOCHiIKEHb € HaJaHHS MPOIO3UIii 3 e()EeKTUBHOTO BUKOPUCTAHHS
KpunTorpadiuHuX METO/IB 1 3aC001B y MisSIILHOCTI OPraHiB BHYTPIIIHIX CIpaB.

[[IndpyBanHs A03BOMSE 3aXUCTUTH 1HOOPMALIIO HMUIIXOM 1l EPEeTBOPEHHS
MUPPTEKCT 3 MOXKIIMBICTIO TOJIANBIIOTO JemudpyBaHHs. 3amudpoByBaTH MOKHA
1 3BUYalHI TeKCTH, 1 KoM 'toTepHi (ainu. [ludpyBaHHsS TOAUIETBCA Ha
CUMETpPUYHE Ta acuMeTpuuHe. B cumerpuuHoMy mudpyBaHHI BUKOPUCTOBYETHCS
OJIMH TAEMHMI KITIOY 1 JUis mupyBaHHs, 1 Ui nemudpyBanis. B acumetpuayHomy
mupyBaHHl Uit MHUQpPyBaHHS BHUKOPUCTOBYETHCS BIAKPUTHA KIIIOY, a MAJis
aemrdpyBaHHs — IHIIWNA, TAEMHUNA OCOOMCTUN KITIOY.

Henonikom cumerpuyHOro mu@pyBaHHS € HEOOXITHICTH Iepenayi Kiroua
0oco0l, IO CHPUYUHSAE 3arpo3y PpO3KPUTTA Ta JemudpyBaHHs 1HGopMarli
3noBMHUCHUKamMu. IlepeBaroro cumMerpuyHoro mu@pyBaHHsS € Horo Ouiblia
HMIBUJKICTh, HIX aCHUMETPUYHOro, 0O TiJ Yac acCUMETPUYHOTOo IMU(pyBaHHS
BUKOPUCTOBYIOTH JOBIII KJIIOYI, 1110 301IbIIIy€E Yac mudpyBaHHS.

CumeTpuyHi alropuTMu WU(PYBaHHS MOXXHA PO3AUIMTH HAa MOTOKOBI Ta
Osouni. [loTokOBI anropuTMu MUE@PYBAaHHSA MOCIIIOBHO OOPOOISIOTH TEKCT
MOBIJIOMJICHHSI, OJIOYHI aJIrOpUTMHU, B CBOIO Uepry, MpaliolTh 3 OJOKaMu
(hiKCOBAHOTO PO3MIPY.

B cydacHux kpunrtocuctemax, BUKOPUCTOBYIOTHCS KOMOIHAI[IT CUMETPUYHHUX
Ta aCUMETPUYHUX AJTOPUTMIB, JUIl TOro, abM OTpUMATH IEpeBarn 000X CXEM.
AcuMeTpUYHI aNrOpUTMH BUKOPHCTOBYIOTHCS JJIsi PO3MOBCIODKCHHS KIIIOUIB
MIBUIINX CUMETPUYHUX aJITOPUTMIB.

JInst yHUKHEHHS TAMIHU 4d MoAU(iKaIlii MOBIIOMJICHHS BIJIIIPaBHUK TEpeIae
OTpPUMYBa4dy KOHTPOJIBHY CyMY, SIKa € YHIKaIbHOO JJIs1 KOYKHOTO ToBigoMiIeHHs. [[s
nepeayl KOHTPOJILHOI CYyMH ii BKJIFOUAIOTh JI0 €JIEKTPOHHOTO MiJIIHUCY.

YCcyHyTH OCHOBHI HEAOJIKH, BJIACTUBlI K CHMETPUYHHMM, TaK 1
ACUMETPUYHUM METOJaM KpumnrorpadigHoro 3axucty iHdopmarlii, 103Bojsie ix
KOMOIHOBaHE  BHUKOPUCTaHHsS. Y  CydaCHUX peaJbHUX  KPUNTOCHUCTEMax
mUppyBaHHSA JaHUX 3AIMCHIOETHCS 3a JOMOMOTOI0 «IIBHJAKHX» CUMETPUYHHUX
OJIOKOBUX aJTOPUTMIB, a 3aBJIaHHSAM «IIOBUIBHUX)» aCUMETPUYHHUX AJITOPUTMIB CTA€E
mudpyBaHHs KiIr04Ya ceaHcy. B niboMy BUMNaaky 30epiraroTbCs NepeBard BHCOKOI
CEKPETHOCTI (aCUMETPUYHI1) Ta IUBUIKOCTI POOOTH (CUMETPUYHI).

EnexktponHmii mianuc A03BOJISE€ MiATBEPAUTH aBTOPCTBO JOKyMEHTa Ta
rapaHTyBaTd UUIICHICTh 1H(OpMamili Ta BIACYTHICTH cnpod ii MepeKpydeHHs.
EnexTpoHHMI MIANHC HAKIAIAa€TbCsd 3a JAOMOMOTOI0 OCOOHMCTOrO KIIoYa Ta
MIepPEeBIPSIETHCS 3a JOMOMOTOI0 BiAKpUTOro Kiaroua. [liamuc moBHHEH 3ajie)KaTH Bif
gacy, o0 He MOXHa OyJ0 BUKOPHUCTATH CTapi MOBIJOMIICHHS; IIUM E€JICKTPOHHUN
MITUC BiIPI3HIETHCS Bl PyKOITUCHOTO MIAMHCY.

EnexTpoHHuii miAnUC JI03BOJISE 3aXUCTUTH 1H(OpPMAIIO BiJ TaKuX
3JIOYMHHUX [IM: 8iomoea 6i0 aémopcmea (aBTOpP JOKYMEHTa BIIMOBIISETHCS Bij
aBTOPCTBA); panvcugikayis (OTpUMyBad JOKyMEHTa MiAPOOJsiE MOTro); 3MmiHa
(oTpuMyBa4y JOKYMEHTa BHOCHTb Y HBOTO 3MIHH); MacKyéaHHs (KOPUCTyBad
MaCKY€TbCs 1] IHIIOro KopuctyBaya) [1].
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JIOKyMEHT CKJIaJIa€ThCsl 3 TEKCTy, EJIEKTPOHHOTO MIANUCY Ta cepTrudikara
KOpHUCTyBaya, SKUH MICTUTh JaHI KOpHCTyBada, MOro ineHTudikaiiiHe 1M’ Ta
BiIKpUTHI KITI0Y e pyBaHHS 71 IEPEBIPKH MiAMUCY apecaToM JOKyMeHTa [2].

BaxnuBor0O XapaKTepUCTHKOI METOJIB MHQpPYyBaHHS € iX KpunTorpadiuHa
CTIWKICTh, TOOTO CTIMKICTh A0 JemudpyBaHHs 0e3 Kiroua, sKka BU3HAYAETHCS SIK
KUIBKICTh OOYHCITIOBAIBHUX Ta 1HIIHUX PECYPCIB IS TAKOTO JenudpyBaHHS.

[Topsiok 3a1HCHEHHST KpUNITOTpadigyHOTO 3aXUCTy 1H(pOopMaIlli 3 0OMeKeHUM
JOCTYIIOM BUKOPHUCTOBYIOTHCSI KPUIITOCUCTEMH 1 3acO0M KpUNTOTpadidHOro
3aXMCTY MOMYIIEH] 10 eKcIuTyaraiii JlepxkaBHo1 CiIyK0010 CTeIiaTbHOTO 3B 3Ky Ta
3axucTy iH(popMalii YKpainu, siki MaloTh cepTU(IKaT BiAMOBIIHOCTI.

Takum ywmHOM, 11 MmMdpyBaHHS 3 MeETOKO mepeaayl iHdopmamii B
iHpOpMaIlIHHUX MepekaxX TOLUIFHO 3aCTOCOBYBATH aCHUMETPHYHI METOIHW, a IS
mdpyBaHHs 3 MeToro 30epirannsa iHpopmarii — cumerpuudi. 11lo x cTocyerbes
nporpaM s mmdpyBaHHa 1HMoOpMaIi, TO I 3axuUcTy 1HGoOpMalli, sKa
BUKOPUCTOBYETHCSI OpPraHAMH BHYTPIIIHIX CIIpaB, JOMYCTUMHUM € BUKOPUCTaHHS
JUIIe TporpaMHUX 3aco0iB  KpumnrorpadiuHoro 3axucty iHQopmarii, ski
ceptudikoBaHi B YKpaiHi.
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OJIEKCAHIP OJTEKCAHAPOBHUY MOKA€B

JOKTOp TEXHIYHHUX HayK, npodecop, npodecop kadeapu iHGopmMaiiHuX CUCTEM
¢dakynpTeTy No4, XapKiBCbKOT0 HAIlIOHAJILHOTO YHIBEPCUTETY BHYTPIIIHIX CIIPaB,
MUXANJIO OJEKCAHJAPOBUY MOKAEB

KaHJUIaT TEXHIYHUX HayK, 3aBlAyBay J1a00paTopii KOMIT FOTEPHOTEXHIYHHUX,
TEJIEKOMYHIKAI[IHHUX JOCIIKEHb Ta HOCIIKEHb BUACO-, 3ByKO3aIUCy
XapKiBCHKOT0 HAYKOBO-OCJIITHOTO THCTUTYTY CYJIOBUX €KCIEPTHU3 1M. 3acil. pod.
M.C. Bokapiyca

MUXANJIO OJEKCAHJIPOBAY JIOTBUHEHKO 3aBinyBau ceKTOpy

KOMIT FOTEPHOTEXHIYHUX, TEJICKOMYHIKAIIHHUX JTOCTIIKEHb Ta JOCIIKEHb BUJICO-
, 3ByKO3anucy XapKiBCbKOTO HAyKOBO-IOCIIITHOTO IHCTUTYTY CY/JIOBHX €KCTIEPTHU3
iM. 3aci. mpod. M.C. bokapiyca

AHAJII3 ICHYIOUUX METO/IB 3HUILIIEHHSI IHOOPMAIIII 3
MATHITHUX HOCIIB ITHOOPMAIIIT

OpHuM 13 OCHOBHHUX 3aBJaHb, 110 BHUPINIYIOTHCS B MeXaX KOMIT IOTEPHO-
TEXHIYHOI €KCHEPTU3U, € BCTAHOBJEHHS (aKTIB 3HUIIEHHS 1H(opmalii. Opranu
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