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Onexkcanap OJsiekcaHAPOBUY 3aryMeHHMH,

cmapwutl iHcnekmop 8iddisny npomudii Kibep31ouuHam 8 XapKigcokitl
o61acmi Ca10603caHCcbKko20 ynpasaiHHA Kibepnoaiyii [/lenapmamenmy
Kibepnoaiyii HayioHaavHoi noaiyii Ykpainu

CniBBiAHOIIIEHHSA NOHATh
«KiGep3/I0YUHHICTb»
i «<koMII'IOTEpPHIi 3/I0YNHU»

3 po3BUTKOM iHPOpMaiHHUX KOMIT' IOTEPHUX TEXHOJIOTIH 3’ ABISAIOTHCS
HOBI BU/IY 3JI0YMHIB, 06'€KTOM 3JIOUMHHOTO NMOCATAaHHSA IKUX € iHpopMaLiii-
Ha 6Ge3neka, HopMaJbHe QYHKI[IOHYBaHHS eJeKTPOHHO-06YHCII0BATbHUX
MallMH (KOMIT'I0TepiB), aBTOMaTH30BaHUX CUCTEM, KOMII'IOTEPHUX MEPEX,
KOMIT'I0TepHOI iHpopMmaliii, mpaBa Ha Hel, a TAKOXK Mepex eJeKTPO3B A3KY.
[Tonpu BeJIUKY KiJbKICTh 3JI0YMHHUX NOCATaHb ¥ chepi iHPopManiiHux
TEXHOJIOTiH, 3arpo3u, 10 NMOCTiHHO BUHUKAIOTh y Lil cdepi, Ha cboroHi
B YKpaiHi BiICYTHE €/JUHEe PO3yMiHHS MOHATTS Ki6GEp3/JI0UMHHOCTI i, BiA-
noBifHO, HeMae odiniiHOro yHipiKoBaHOr0 HOPMAaTUBHO MPABOBOI'0 HOTO
3akpinsieHHs. [lopsa/ i3 HOHATTAM Ki6ep3/104MHHOCT] Yy NOBCAKAEHHOMY Ta,
MO/IeKyAH, HAYKOBOMY 006iry akTHBHO BUKOPHUCTOBYIOTbCS TaKi MOHATTH,
SIK «KKOMIT' I0TepHa 3JI0YUHHICTb», «IT 3JI0UMHHICTB», «3JIOUMHHICTb y chepi
iHpopMaIiiHUX BiTHOCHHY, «BipTyaJibHA 3JIOYUHHICTb>.

By/b-s1Ki TEpMiHHM i3 4aCTUHOIO «Kibep-» Ha CbOTOAHI 1lle He OTPUMAJIU
cdopMoBaHOTO BU3HAYEHHS Hi HA HAYKOBOMY, Hi HA HOpMATUBHO-IIPABOBOMY
PIBHSIX Ta 3a/IMILAIOTHCS IPeIMeTOM HaykoBoi fuckycii. [lonaTTsa kibepsio-
YUHHOCTI € HAUIIUPIIUM B chepi iHpopMaliiHUX 3/I04HUHIB POTH CHUCTEM,
Mepex i KOMIT'I0TepHUX JJaHUX Ta OXOIJII0E HAKGIIBIIY KiJIbKICTh 3JI0YMHHUX
1oCATraHb y BipTyaJbHOMY cepeJloBUILI. TaK0oXK BUKOPHUCTAaHHA NOHATTH caMe
«Ki6ep3/IOUMHHICTb» Nepej6adyae Mi>kHapoJHe 3aKOHOJABCTBO [1, ¢. 173].

BigmoBigHo fo 3akoHy Ykpainu «IIpo ocHOBHI 3acajiu 3a6e3mneyeHHs
Kibep6e3neky YKkpaiHu» Kibep304rH (KOMIT FOTepHUH 3JI0YKH) CYCIiJIBHO
Hebe3neyHe BUHHe JifiHHA y KibepnpocTopi Ta/a60o 3 HOro BUKOPHUCTAHHSM,
Bi/INOBiIa/IbHICTH 32 siKe nepej6aueHa 3aKOHOM YKpaiHU PO KPUMiHAJbHY
BiAinoBifanbHiCTh Ta/ab0 iKe BU3HAHO 3JI0YMHOM Mi>KHapOJHUMHU JJOTOBO-
pamu Ykpainu [2]. Y KouBenii «I1po ki6ep3iouuHHICTb» Bij 23 siMcTonaja
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2001 poxy MicTATbCS BKa3iBKHY Ha: 1) mpaBonmopyueHHs NPOoTH KoH}ifeHITi-
HHOCTI, I1iJTiCHOCTI Ta AOCTYMHOCTI KOMIT'FOTEPHUX JIAHUX i CUCTeM; 2) Ipa-
BOIOpPYILEHHS, IOB’s13aHi 3 KOMII'I0TepaMy, 3) NpaBONOPYLIEHHS, OB’ A3aHi
3 IOpYLIEHHSIM aBTOPChKHUX Ta CYMDXKHUX MpaB [3].

TakuM YMHOM, KiGepP3/JI0YMHHICTh Ta MiXKHAPOHOMY PiBHi PO3YyMi€ThHCS SIK
CYKYTHICTb 3a3Ha4Y€HHUX 3/I0YMHIB. 3aKOHO/aB4Ya HEBU3HAYEHICTb NIOHATTA
Ki6ep3JI0YMHHOCTI BUKJIMKaJa He OJJHO3HAYHY AYMKY i3 IbOI0 MUTAHHS
cepe/, HAyKOBIIB, AKi 10 pi3HOMY TJIyMa4yaThb L IOHATTH, AedKl IX 4iTKO
PO3MEXKOBYIOTD, iHIII — OTOTOXKHIOIOTB, ¥ 3B’I3KY 3 UMM, I'OCTPO [1OCTAE MU~
TaHHS 11[0/10 3aKOHOJAaBU0I'0 BU3HAYEHHS NOHATTS Kibep3/I04MHHOCTI, 1110
CIPUATHUME YiTKOMY TEOPETUYHOMY, HAYKOBOMY PO3yMIiHHIO I'eHe3H pO3IJis-
JlyBAHOTI'O CyCNiJIbHOr0 peHOMeHY i BUPOOJIEHHIO Ha L1i 0CHOBi eeKTUBHUX
i ONTUMaJIbHUX NPAKTUYHUX 3aX0/iB IPOTHULII.

[IpoanasisyBaBIIM pO60TH BITYM3HAHUX HAYKOBIiB MO>KHA pe3IOMYyBaTH,
110 B YKpaiHi Kibep3/I04MHHICTb MOB'AI3yETHCS MEepPeaycCiM i3 BipTyaJbHUM
npocrtopoM. Ha gymky /[l. I1. BineH4yyka, Kibep3/I04MHHICTIO € 3JIOUMHHICTD ¥
3MO0/leJIbOBAHOMY 3a JJ0NIOMOTr010 KOMIT'I0Tepa iHpopMauiiiHoMy npoctopi, B
SIKOMY IlepebyBaloTh Bi,oMOCTi Ipo 0cib, npeaMeTH, pakTH, NoAil, ABUILA i
HpoliecH, peicTaB/eHi B MaTeEMaTUYHOMY, CHMBOJIbHOMY a60 6Y/Ab-IKOMY
iHIIOMY BUJJ, ¥ pyxH, 1110 Nepe6yBalOTh y NPOLEC, 10 JIOKAJbHUX i I7106a/1b-
HUX KOMIT'IOTEPHUX Mepexkax, abo BijoMOCTi, 1110 36epiratoTbcs B mam’sTi
6yab-sikoro ¢pismyHoro a6o BipTyasibHOT'O YCTPOIO, @ TAKOXK iHIIOTO HOCIS,
creliajJbHO MPU3HAYEHOTO /ISl IXHBOTO 36epiraHHsi, 06POOKH U mepeaadi
[4, c. 32]. Take MOHATTS € HAHUOIIBII aJATOBAHUM Ta HAOJIM>KEHUM /10 YKpa-
THCbKOI KpHUMiHaJIbHO-MIPABOBOI JOKTPUHH, odopmMyieHol KpuMiHabHUM
KOJleKCOM YKpaiHHU [5], ajle BOHO He NMOBHICTI0O PO3KPUBAE BCIO CYyTHICTb
HNOHATTH «3JIOUUMHHICTbY.

0. M. JluTBak, 3a3Hayvae, 1110 3JIOYMHHICTIO € BiJHOCHO MacOBe SIBUIIE
KOXXHOTO CyCIIJIbCTBA, 10 CKJAAAAEThCA 3 CYKYNHOCTI OKpecJeHUX KpUMi-
Ha/IbHMM 3aKOHOM BUMHKIB, CKOEHUX Ha Till 4M iHWiN TepuTopii npoTsarom
neBHOro yacy [6, c. 9]. Takum uunow, /l. [1.BileHYyK He BpaxyBaB 03HAKHU
MacoOBOCTi Ki6ep3JIOUMHHOCT, TEPUTOPiaJIbHOCTI Ta XpOHOJIOTiYHOCTI. Lle
03HAayag, 1110 CYKYTNHICTb Kibep3/104MHIB IOBUHHI MaTU MacOBUU XapaKTep,
3/liICHIOBATHUCh HA TepUTOPil YKpaiHU NPOTAroM BCTAHOBJIEHOTO BiZjpi3Ky
yacy AJs Toro, 106 6yTH OKpecJleHUMMU 3araJbHOI KaTeropiet Kibepsso-
YUHHOCTI. [[UTaHHSA TepUTOPia/bHICTI ¥ KiGEP3/I0UNHAX € CIIIPHUM MOHSTTSIM,
aJi>ke BOHU 3/[iICHIOIOThCA Y BipTyasbHOMY npocTopi. [IpoTe, K10 06’€KT
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KibepaTaKku 3HaXOAUTHCS B YKpaiHi, ab0 K Kibep3/104rHelb 3/1iHCHIOE CBOIO
JEeCTPYKTUBHY AilJIbHICTb Ha TEPUTOPIl YKpaiHy, Taki [jisiHHSA Y CYKYIHOCTI
BapTO BiIHOCUTH /10 KaTeropil BITYM3HAHOI Ki6ep3JI0YMHHOCTI.

0.10. IBaHY€eHKO po3yMi€ Ki6eP3/I0UMHHICTb MOIiIGHUM YUHOM, K CYKYTI-
HICTBb 3JIOYMHIB, 10 BUMHAKOTBCA Y BipTyaJIbHOMY IIPOCTOPI 3a JOIIOMOT 010
KOMIT'IOTEPHUX CUCTEM, LLJITXOM BUKOPUCTAHHS KOMIT IOTEPHUX Mepex U1
iHIIKX 3aC06iB BipTyaJIbHOrO MPOCTOPY, B MeKaX KOMITIOTEPHUX Mepex, a
TaKOX IPOTH KOMIT' IOTEPHUX CUCTEM, KOMIT'IOTEPHUX MEPEX | KOMIT' FOTEPHUX
JlaHux [7, c. 173].

ApTopu niipy4ynuka «KpuMiHaicThKa» HafalOTb BU3HAYEHHS IOHATTIO
«KOMIT' IOTEpHI 3/104MHY, a caMe: «KoMIT'I0Tepi 3JI04UHU — KPUMiHAMiCTHY-
He NOHATTS, siKe 06'€JHY€E PI3HOMAaHITHI KpUMiHaJbHO KapaHi AifHHA. Y
By3bKOMY 3Ha4yeHHI cJIoBa /|0 KOMIT'IOTEPHUX MOXKHA Bi[HECTH 3JI0UYMHH,
BKasaHi y Po3gini XVI KpuMinasibHOTO KOJleKCy YKpaiHu «3/104MHU y chepi
BHUKOPHUCTAHHS eJeKTPOHHO-06YHCAOBaJbHUX MAallUuH (KOMIT' IOTEPiB),
CUCTeM Ta KOMIT'IOTEPHUX Mepex | Mepex eJeKTPO3B’A3Ky». Y IUPOKOMY
3Ha4yeHHI CJI0Ba 10 KOMIT'IOTePHUX HasleXaTh i 3JI04MHH, B IKUX BUKOPHUCTaHHS
KOMIT'IOTepHUX 3ac06iB - creljiasizoBaHa 4yacTMHA NpOTUNpaBHUX Ail. Lo
BAXKJIMBO, TO aKL|EHTYEThCA alllyra Ha TOMY, 110 KJIFOYOBY POJIb y MexaHi3Mi
Ha3BaHOI KaTeropii 3JI04MHIB BiZjirpaloTh KOMII' I0TepHI TexHoJ10Tii. CaMe iX
crelMdivyHi B1aCTUBOCTI BUKOPUCTOBYIOTHCA 3/I0YMHIAMHU /A1 JOCATHEHHSA
IpOTUIIPABHOI MeTH [8, c. 261].

CnisibHOMO pUCORO, i BiMMOBIAHO HEMOMIKOM, KOHIEMNIiN TJIyMadyeHHs
SIBUINA KiGep3JIOUMHHOCT] € HEXTYBaHHsI aBTOPaMU O3HAK 3JI0YUHHOCTI ¥
1[iJIOMy, aKI[eHTY04H yBary Ha crieniudilli Kibep3/04KHiB Ta KibepnpocTopy,
SIK ocepeiKy iX BUMHeHHs. TepMiH «Kib6ep3/I0YMHHICTb» 4aCTO BXXUBAETHCS
Hops/J, 3 TEPMiHOM «KOMII I0TepHA 3JIOYMHHICTb», IPUYOMY HepiJKo Lii Mo-
HSTTS BAKOPUCTOBYIOThCS sIK CHHOHIMU. [lificHO, 11i TepMiHU AyKe 6JIU3bKi,
aJie Bce-TaKU He CHHOHIMiuHi. [IoHATTSA «Kibep3/104UHHICTb» (B aHIJIOMOB-
HOMYy BapiaHTi - cybercrime) mvpiie, HiXk «kKOMIT I0OTEpPHA 3JIOUMHHICTb»
(computer crime), i 6iJibII TOYHO Bifo6pakae MPUPOAY TAKOTO SBHUIIA, K
3JIOUMHHICTh B iHpopManiliHoMy npoctopi. TakuM 4uHOM, «cybercrime»
1le 3JI0YMHHICTb, OB sI3aHa 1K 3 BUKOPUCTAHHSAM KOMI I0TepiB, Tak i 3
BUKOPHUCTAHHAM iHQOpMAiHHUX TEXHOJIOTIH i I106abHUX Mepex. Y To’
»Ke yac TepMiH «computer crime» B OCHOBHOMY BiZJHOCUTLCH 10 3JI04YUHIB,
HaIlpaBJIEHUX MPOTHU KOMIT I0TePiB a60 KoM I0TepHUX AaHux [9]. Kibepaio-
YUHHICTh — HaH6ibII 06’€EMHE Ta MiCTKe MOHATTS AJIs1 O3HAaYEeHHS 3/I0UYUHIB,
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1110 BUMHSIIOTHCS 3 BUKOPUCTAHHSM €JIEKTPOHHO-00YUCII0BAIbHUX MAIINH
(koMI'IOTEPIB), CHCTEM Ta KOMITIOTEPHUX MEPEXK | MepeX eJIEKTPO3B’A3KY.
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