IIpomudis ki6ep3arouuHHocmi ma mopeaieni nodbmu. Xapkis, 2020

YK 343.98

lasauHa KoctaatuHiBHa ABZIEEBA,

kKaHdudam opudu4HuUx HayK, cmapwuil Haykosull cniepobimHuk, npogioHuil
Haykosull cnispo6imHuk Haykogo-docaioHo2o iHcmumymy gug4eHHs npobaem
3/104UHHOCMI IMeHI akademika B. B. Cmawuca

HayioHaabHoi akademii npagosux Hayk YkpaiHu

INPOBJIEMU BUKOPUCTAHHA
EJIEKTPOHHUX JOKA3IBY
MPOTHUAII KIBEP3JIOUMHHOCTI

Ha i cTpiMKOro po3BUTKY i MOIIMPEHHS B yCbOMY CBiTi iHpopMaiitHUX
TEXHOJIOTIH i TeJleKOMYHIKaliHHUX CHUCTEM 3JI0YMHU ¥ chepi BUKOPUCTAHHSA
iHpopMaIiiHUX TeXHOJIOTIH HaByJ/IU I106aJIbHOT0 XapaKTepy. CTBOPIOIOTHCS
MDKHapOZHI 3/I0YMHHI yTPyNyBaHHS, YJI€HH AKUX JiI0Thb Y3rOoJKeHO, Xo4a 1
nepebyBaKOTh B Pi3HUX KpaiHax CBiTYy. [IpH 11bOMY KiJIbKiCTb Kibep3JI0YHHIB
IIOPIYHO 3POCTAE.

[IpoBigHO Mi*KHAapOJHOK KOMIaHi€lw 3 Kibepb6edneku Cybersecurity
Ventures HaiaHO MPOTHO3 1[0/0 36i/bLIeHHS M106a/bHUX 30UTKIB Bij Ki-
6ep3JI0UMHHOCTI Bij] TpbOX TPUJIbHOHIB fjostapiB CIIIA B 2015 poi fio mecTu
TpuibioHIB foJsapiB CIIA y 2021 p. [1]. B Takux yMOoBax »K0/iHa KpaiHa CBiTY,
Jlep>kaBHa YU [pUBaTHA YCTAaHOBA He B 3M03i caMOCTiliHO epeKTHUBHO Npo-
TUJIATH KiGep3JIOUMHHOCTI i CIOHYKa€E pi3Hi KpalHU CBITY 10 MbKHApOAHOL
B3a€EMO/Iii Ta CIiBPOGITHUI[TBA.

Komanpa CERT-UA [lepkcnen3s’si3ky B nepioz 3 18 nmo 24 kBiTHa 2020 p.
3apeecTpyBaJjia 2882 kibepiHiuaeHTH, 3adikcyBasa 17 pakTtiB DDoS-aTak
(B T.u. Ha caditu Odicy Ilpe3unenTa Ykpainu, [|bP, [lepkcnenss’sisky) Ta
10761 nimospinux AiK y kibepnpocTtopi. Cepes, HUX: cCIpo6U BUKPaJeHHs
inpopmauii - 9, mepexxeBe ckaHyBaHHs — 2803, BUABJIEHHSI MEPEKEBOTO
TposiHa - 1574, Web-aTaku - 458, BUsiBJIeHHS] HECTAaHAAPTHHUX IPOTOKOJIiB
abo noAiil — 4344, cnpobu oTpUMaHHA npaB aAaMiHicTpaTopa - 1531, cnpo6u
OTpPUMaHHS MpaB KOpUcTyBaya — 42 [2].

[IpaBoONOpYIIHUKHY y KiGepHpoCcTOopi 3a/IMIIAI0Th He JIMille MaTepiaibHi
caigy, a ¥ enektpoHHi (uudposi). BusBienHs, ¢ikcanis i BAKOpUCTaHHSA
eJIEKTPOHHUX JI0Ka3iB y mpolieci JoKa3yBaHHsI BUKJIUKAE MEBHI TPyAHOLLi
yepes CTPIMKUM po3BUTOK iHGOpMaLiiHHUX TEXHOJIOTIH, IBU/Ki 3MiHH TOKO-
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JIiHb 1M PPOBOI TEXHIKU Ta BiZICYTHICTh BU3HAYEHHS NOHATTS «EJIEKTPOHHI
JIokasu» y KpuMiHanbHOMY nporiecyaibHoMy Kojekci Ykpainu (KIIK). ¥
4. 2 cT. 99 KIIK Ykpainu 3a3HavyeHo, 1110 eJieKTpoHHi Hocil iHdpopmaliii BBa-
YKaIOThCA JJIOKyMEHTaMU.

EJleKTpoHHI /J0Ka3u Bipi3HATHCA Bif iHIIKUX JKepes AokKasiB (moka-
3aHb, peYOBHUX /I0Ka3iB, JOKYMEHTIB, BUCHOBKIB €KCIIepTiB) THUM, 11J0 BOHU
CTBOpEHi 3a /I0NIOMOr0l0 eJIEKTPOHHUX MPUCTPOIB, 36epiraloTbcs Ta pos-
MOBCHO/IPKYIOThCS JIMILIE 32 IONIOMOT00 eJIEKTPOHHUX HOCiiB iHpopMarii Ta
KOMIT' I0TEpHUX a60 TeJIeKOMYHiKaliiHUX Mepex. BOHU cTaloTh J0CTYITHUMHA
JJIS1 CHPUMHSATTS JIIOJUHOI0 JIKIIE Tic/si 06po6KU 3ac06aMU eJIeKTPOHHOI
TEXHiKH 3 BiZIIOBiIHUM NporpaMHUM 3a6e3nedyeHHsM. EjleKTpoHHi Jjoka3u
Jieriie 3MiHUTH YH NiAPOOUTH, HiXK TpaauLiiHi GopMu J0Ka3iB, TOMY MU-
TaHHS 3a6e3neYyeHHs IX HaJIeXKHOCTI i JIONYCTUMOCTI € BKpa akTyaJIbHUMHU.

Y 3aKOHOZAABCTBI YKpaiHU 4iTKO He BU3HAuYeHi NOpsA0K 30MpaHHA Ta
3abe3MeyeHHs eJIeKTPOHHMUX JI0Ka3iB, CIOCOOU IX Z0CTiPKEHHS, MexaHi3MU
inentudikauii ocobu, sika cTBopusia abo nomupuaa iHpopmaliio B esek-
TpOHHi# dpopmi.

B ycix kpaiHax cBiTY 4ac Bij yacy BUHMKaAIOTh Ip06JIeMH BUSHAHHS eJIeK-
TpoHHUX (IIUPpoBUX) A0Ka3iB cyaoM [3]. CkaaaHICTh iX BUKOPUCTAHHS B
CyZli BUHUKAE Yepes Te, L0 ;0 MOMEHTY JOCJiPKeHHS B cy/i iHdopMalis B
eJIeKTPOHHIN popMi Moxke 6yTH BUaIeHa a60 3MiHEHa, 1110 3HAYHO 3HUKYE
IIAHCH 10BeCTH $aKT Ii JOCTOBIpHOCTI.

Yumasio npo6JieM BUHUKAE IPY JOC/Ii/IP)KeHH] Y BITUN3HAHOMY Cy/i HaBiTh
KOMil eseKTPOHHUX JUCTIB. Cy/ BBaXKaE, 1110 PO3/IpyKiBKa 3 eJIeKTPOHHOI
CKPHUHBKH He MOXKe BBAKaTHUCSA HaJIeXKHUM JI0Ka30M, OCKIJIbKH HEMOKJIUBO
ineHTHiKyBaTH aBTOpa eJIEKTPOHHOIO JIUCTA TA HE3PO3yMiJo, Ha AKY
eJIeKTPOHHY aJipecy 6yJ0 3/jiiCHeHO BiZjIpaB/JeHHs, a TAKOX HEMOKJIMBO
BU3HAYUTH, YU OYB HalicTaHUU $aii MinucaHUM eJIEKTPOHHUM IUPPOBUM
nignvcom [4].

Ha BigMminy Big Ykpainy, y CIIA 3rigHo 3 mpaBusiom 901b (4) «Denepasnib-
HUX MpaBUJI PO A0Ka3u AJs cyAiB Ta MarictpatiB CIIA» inentudikauisa
aBTOpa eJIEKTPOHHOTI'0 JIMCTA 3 METO0 BU3HAHHA MOT0 HaJIeX)KHUM J10Ka30M
3IMCHIOETHCA 3a 0ITOMOT0I0 ITOKa3aHb CBiKIB, AKi 6a4M/IH, K IeBHa ocoba
CTBOpIOBaJia Ta HaJCUJlaJla eJIeKTPOHHUH JIUCT. JloNyCTUMICTb eJIeKTPOHHO-
ro JIMCTa 4K foka3sy B CIIA BCTaHOBJIIOETBCA 3a CYKYIHICTIO TAKUX O3HAK,
SIK 30BHIIIHINA BUIJIAJ, 3MICT, JIHIBICTUYHI Ta CEMaHTUYHI 03HAKH JIMCTA,
HaABHICTb IeBHUX 3HaKIB, pipMOBUX HaliMeHyBaHb, HANKCIiB ToOwO [5].
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To6T0, B OKpeMUX KpaiHax CBITY IOCTYIIOBO pO3pO0OJISAIOTHCA NiX0AU [0
CIpOLIeHHSI BUMOT 1110/10 BU3HAHHS eJIEKTPOHHUX /10Ka3iB cyaoM. OlHaK B
YkpaiHi uepe3 yck/aJJHEHUN Ta HeJOCKOHAJUH NpoLecyalbHUN MOpSa0K
MO/laHHSI eJIEKTPOHHUX JI0Ka3iB B CY/[, IX BUKOPUCTAHHSA Y CYJ0YNHCTBI €
npo6JieMaTUHYHUM.

[Tofos1aHHA icHY1OUHX TPOGJIEM 11[0/10 BUSHAHHS JONYCTUMUMHU Jl0Ka3aMU
inpopmMarii y iudpposiil dopmi € MOKJIMBUM 32 YMOBU BHeCeHHs /10 Kpumi-
HaJIBHOTO MPOLECYaJIbHOTO KoJleKCy creliaibHol Aedinilil - BU3HaUYeHHs
MOHSTTS «eJIEKTPOHHI J0Ka3u» Ta pO3pOO6JIEHHS «CIPOIIEHOr0» MPOolecy-
aJILHOTO MOPAAKY ix ¢pikcanil i mogaHHsA 10 Cyay.
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