AKTVAIBHI DHTaAHHS NPOTHLT KIDEp3I0YHHHOCTI TA TOPriB/ii JHOAEMH.
Xapkis, 2017

YK 341.4:004

Anapiii Bacuasoua BOHIIIXOBChKHH,
KaHdudam wpuoULHUX HAYK, douenm, npoghecop Kaheopu
KOHCMUIMYUitino2o i MikHapodHozo npaea paxynomemy Nod
XapriecuKo2o HAUIOHAILHO20 YHIBEpCUmMemy eHympiuiHix cnpaes

KIBEP3AT'PO3H AK BUKJIMK CBITOBII BE3NELI

PO3BHTOK HAYKOBO-TEXHIYHOTO IIPOTPECY 1 MIMPOKE BHKOPHC-
TaHHs cyvacHuX iH(OPMAaLHHHX TEXHOAOIH B CYCIIALCTBI BHCY-
BAE Nepes MIKHAPOAHHM CHIBTOBAPHCTBOM HOBL IIHTAHHS HIOLO
BHpilieHHd 11pobaem incopmaniiinol besricku. Skino pasiie ro-
AOBHHM 00’cKTOM 3aXMCTY ﬁymt TEPUTOPIA, KOPHLOHH, JICPKABHIIT
YOTPiil, AIONCHLKI 1 MaTepiasbHi pecypcH cyBepeHHol aeplkapi, a
OCHOBHY POAB V CTBOPEHHI De3leKH BiArpasBasl MpaBoOXOpPOHHI
oprasd, TO 3apas Ii TOHATTS BXKE € 3acrapiauMi. B cywacHux
YMOBax PO3BHTKY CYCIHIALCTBA AEpPKaABil KOPIOHH PO3IMHBAIOTLCH,
MaTepiaabHi pecypcn biabliie He € TepHIOYEProBoio 1iAAL0, & 1pa-
BOOXOPOHHI OPraHf [0Cl HECIPOMOZKHI aAeKBATHO Bi/lIIOBIIATH Ha
HOBITHI BURAMKHN., CaMe B TAKMX yMOBax BHHIHKAE TaKe SABUIIE SIK
kibeprepopusM i indopmartiiina gifina, 110 € Hafbiabin yeminmHu-
MH 1 TIOTY>KHHUMH 3acobamn fecrabiaizallii, 3aAsKyBaHHea HACCAEH-
Hfl, a4 TAKOX 1HCTPYMEHTAMH 110AITHYHOrO THEKY [1].

Ha xaab, cTyninb Kibep3arposu He 10 KiHI e yeBijloMaena i
OllIHEHA B CYCINABCTBI. AAe HABITL TOH HE3HaYHHI J0CBiN, KU
BXKe icuye B 1ifl cdepi, a TiM Biablne OCBLL PO3BHHEHNX Kpain
ceity (CIIA, dpaniisi, Beankobpurania, Himeuunna, Ienania, Hi-
aepaaHas, Itaaidg Ta id.) 31 BCi€lo 04eBHAHICTIO CBIIYUTEL 11PO ypas-
AUBICTE DY/IL-5IKOT KpaiHm.

Kopna kpaina He moxke Ha 100% 3axucTiTHCs Biji Kibeparak,
4K 1OCTIIHO YAOCKOHaAKIOTECH. Tak, 27 vepsug 2017 poky naii-
BiABIIIOI XakepehKol aTaku, gka normupioe Bipye Petya.A, mo 6ao-
Kye pofoTy KOMITIOTEPHUX CHCTEM, 3a3iasll VKpailCeKi AepxKapHi
yeranosu (Kabiner Minicrpis Ykpainn, Harionassna noairist Y-
painu ta iH.), acpornopt «Bopucniaky, HYopHODHALCHKA aTOMHA CAC-
KTPOCTANILS, YKPATHChLK] OaHKH, eHepreTHtIil KOMIIaHii, JepxKaBHi
inTepHeT-pecypcH 1 A0KaabHI Mepexi, yrpaiucski Meia 1 paj iH-
HIUX BeAMKHX minpHeMmctB. Llsg kibeparaka Takox npuiseaa J0
3apaxkeHHsl KoMIl'torepis 1o Bcwomy city (CIIA, Beankobpura-
pist, Himeuunna, IMoabma, Ingig, Anrsa ta in.), i 3apnasa 30uTKIiB
npubanzno na 8 map/. noaapis CHIA. Ha panupii yac cneniasictu
Henapramenty Kibeprioaimii Hanjonaasnoi noainii Ykpainu, Cayx-
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Om besnekn YEpalum Ta iHmmnx npoiabHHX cAyxKO0 criiabHO 3 mpo-
BiHuME haxiBisIMH yKpaiHcbkux [T-koMuaniii i 3apybixkHUX 0p-
raHisaiiii, IpallolTh HAJ [0JIOAAHHAM HACAIAKIB VpaXKeHHsI VK-
PailHCBEKHX  KOMITTOTEPHHX MEpeX LIKIJIAHBHM  IIPOrPaAMHHM
3abe3redeHHAM,

Huni jsiepkaBu HOBHHHI 1IPHCTOCOBYBATHCHL JI0 CYTACHUX
YMOB, #KiI JUKTYE M HAYKOBO-TEXHIYHHUI mporpec. OfHAaK, icHy-
10Th AepXKaBH, sKi came 11 Kibep3arposu cTBOpIOIOTE 1 eheKTHBHO
BHKOPHCTOBYIOTE Jiafl peaaisailii BaacHuX 1iaeil. Cepem taxkux
jepxan 0cobAHBO BHpPIZHACThCH Pocisd, g9Ka BHKOPHCTOBYE Kibe-
parakM, fK 4acTHHy ribpuaHoi arpecii He anme npotru Ykpaiuu,
aae i1 iHmux Kpain. OHUM i3 apryMeHTiB, AKi CBiINATL 11PO TaKy
HE3aKOHHY aKTHBHICTB € HelloJaBHE cTBOpeHH# B Pocil Tak 3Ba-
HUX «BiifchbK iHGOopMaliiinux onepaitiii», gki 6 JeKAapaTHBHO MaAH
6 saxuiaTH AepxkaBy Bl Kibep-BTpy4aHHsi, ase peaAbHa CYTh
1BLOro niipo3iay — inopmartiitnnii nanaz [1].

Bakanpo 3aysaxuTu, 1mo nuranud sabesnevenus kibepbes-
MEeKH HaaexkaTb /1o cdepu HalionasbHol Oesnekn. [apanTyBaHHs
MizkHaponHoi inopmartiiinol Gesnekn Ta i ckaasioBoi — Kibepbea-
IEKH 3aAHINAI0OTECH OJHMM 13 CTpaTeridHHX 3aBjlads fararThbox
Kpa'l'n CBITY, OCKIALKH BIABIIICTE HMOAITHMHHX | BICHKOBHX KoH(-
AIKTIB BibyBaroThes abo BU3EPKaAIOIOTECS caMe ¥ Blp’[} aALHOMY
rlpn(:'ropi Ykpaina BiIIOBIAHO [0 YKAQIEHUX HEIO MIKHAPOIHIX
JIOPOBOPIB  3iificHIoe  clIBpobiTHHITRO v cdepi Kibepbesrieki 3
IHO3EMHHUMHM JIepKaBaMi, iX 30poiiHHuMH CcHAAMH, TPABOOXOPOH-
HUMH OPraHaMi i CreliaALHUME cayROaMH, a TAKoXK i3 MbXKHApo-
JIHHMH OprafizartisiMi.

YkpainchbKHil BeKTOP 30BHINTHLOT MOAITHKH Mae 6yTH cripsaMo-
BaHUH Ha akTHBI3aio MbKHapoaHoro criepobiTHuTEa v cdepi
sabesrreuenns Kibepbesreku, HPOJIOBXKECHHS B3a€MO/Iil 3 ITHTAHbL
Kibepbesnekn 3a yqacti opraHis AePAKaBHOl BAaxn YKpainu i pi-
nopiHux oprasie HATO magxom cnmupdm Ha JABOCTOPOHHIN oc-
HOBI, yripoBapKenns ingopMartiiino-KoMyHIKaiiiHUX Ta TEXHOAO-
rivnnx  crapgaprie. HATO B VYkpaini, po3BHTOK TeXHiMHHMX
MOKAHBOCTCH CIIALHMX IPYII pearypanss Ha xKiGepiHiuieHT.

Y cy"acHHX peasidx 1epeji MOAITHYHHM KepPiBHHITTBOM HAIIOT
ACPKaBH [MOCTAC BaXXAHBC Ta BIANOBIIAAbHE 3aBJAHHS: 3aro3H-
UYIOUH NepenoBuii 3apybikumil oCBiJ, pa3’oM 31 CBITOBUM CriBTO-
BAPHCTBOM CIHABHHMH 3YCHAAXMH aKTHBI3YBaTH peaaizalliio jiie-
BHX 3aX0UB 111010 npotuiii kibepssounnyocrti, kibeprepopusmy i
Oyanp-akuM inmum kibeparakam, 1o nepeabadae Hacamiepes 1o-
bynory ederrunnoi Moseai Hartionaarnol cueremn kibepbesnexn,
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il inrerpartiio go €C ra HATO, /licBOro 3axmcTy HalllOHAABHUX Ta
KoMepLiiinux indopmaliitHo-KoMyHIKaIliHNX  pecypeis  Tta  ix
KPHTHYHOT iHMpacTpyKTypH, 3atBepipkennd oginiiinol akpem-
Tarii 3 6oxky HATO Haijonaabnoro nenrpy kibepsaxmuery ta npo-
Tl KiBepaarpozam 3 METOI0 POIBHTKY KOHCTPYKTHBHOL CriiBipa-
1 3 AABSIHCOM ¥ 11l raay3si, 6aoKyBaHHs Oy/Ib-IKHX ITOCHTAaHL Ha
Harionaasy indopmartiitny cdepy, CTBOPEHHS ONTHMAABHOT MO-
JleAl Haiiinoro 3axmucery BiTHM3HsHOTO KibepiipocTopy, ¢hopmy-
BaHH# 3acajl Jasl Po3pobKH METOMIB NPHHIMINB 3aiiCHeHHSA «caC-
krponHoi oboponm [2, ¢. 55].
CrHCOXK BHKODHCTAaHHX IKEePeA:
1.Isaxis B. KiGeprepopniM sk 3acib BeAeHHS 30BHILIHLOT HOAITHKH
Pd // Free Voice Information Analysis Center: cafir.
URL: http:/ /iac.org.ua/kiberterorizm-yak-zasib-vedennya-
zovnishnoyi-politiki-rf/ (nara 3pepuenns: 20.10.2017).
2.Ayk siayk P. B. Miznapoaue cnispobitnnmrso v ccepi 3abesne-
qenud KibepHeTnanoi Gesnexm: gepikansi upiopurerd. BicHuw
HauionanbHol axademii depxaaHozo ynpasiints npu Hpesuden-
moet Yepainu. 2014, No 4. C. 50-56.
Odepaano 25.10.2017



