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N Haulowansna Geznexa

N MisHapoaHHR HEYKOBHA MYPHAN clHTepHayikas § N2 6(106), 11, 2021

AmnoTouin. Ho mgCrasl OHONEY TEMME POIBMTRY Wafpoeny TEXHOA0E | WHPOKOMY ix BIDOSOOKEHHT B CySOCHOMY iMdop-
MOLHTHOMY CYCMNBCTE POSHTECR BHCHOB0K NP0 201MUEHHA AN04HMHIE NOERIOHHX 2 BHKOPHCTOHHAM KOMN JOTERHHY TEXHOAD-
2iit. Bupofines ekl PEROMEHQOLIT WOGO 3ONNCTY KOMTHITEDHHX MDHCTHME.

Kmouori croeo: infopmouiitg Geamexa, 30XHCT KoM oTepia.

AHHOTOUMA. HO OCHOBOHIH QHOLARIO TEMIOE POIEHTHA EHHPOELE TEXHOAOXIA M WHPOKOM MY BHEJDEHHI B COBPEMEHHOM
HHOpMOLEaHHOM OOUECTES JEN0eTCR BRB0g 00 YaereHni NPECTYILIEHMA CEAIOHHBI € HOMOUTEIOEIHHEM KOMITE TS0
TexHOA02HA. BrpofoTiHs HEKOTODE PEKOMEHIOLIMH M0 TUHMTE KOMILKTEDHAIX YCTRORCTE.

Knioyesbie coo@a: nHHopannonsoa DeannocHocTh, METO oMb TEpOR.

Summary. Based on the analysis af the rale of development of digital technologies and their widespreod introduction in
the modern informotion society, it is concluded thot the crime associated with the use of computer technologies has increased.
Same recommendations for protecting computer devices hove been developed.

Key words: information securily, computer prodection.

cTyi. Baromum harTopoM, 10 COPAAE MIERTKOMY

APOCTY NOCTIHAYCTPLANLHO] EHOHOMI KN € IHTEHCHE-
He BENPOBATHEHHA IROPOENX TEXHOIOTLA B caMi piani
cihepr HUTTEAi ANRROCTI cycninkerea. [Ina peanizanii
uroro y sepecsi 2019 poxy Gyno creopens MizicTeperso
undposri TRaRCcQOpMAanil, ARNE naaEye o 2024 poxy
nudpyeaTH Bei nybnivHI qepHABHI DOCTYIE, HABTHTH
fnmakko 6 M. ocid mEdpPOBNE IPAMOTHOCT] Ta 3abeame-
uprrn 100%: noxprTTa BRCcOKMUBAARICENM iETEpEETOM.
(nmax, 3HAMHEA YACTHHA HACETEHER Y Epainn nepefyeae
B 20HI pHENEY GVHEIIOHATEHOT HETPAMOTHOCTI.

Ha Gazi penpezerTaTHEHA ERDIpKA MOZHA 3po0nTH
BEHCHOBOHK, II0 g, DEPII 34 ECe, OC00H CTAPIIMX BiKO-
BHX rpyn, ocodl 2 HEBRCOKHEM pIEHEM OCEITH, EEPCTEH
HACETEHHA 3 HIEKIMHE JOX0ZaMH, MEIIKAHII clak-
cekol micOoesocTi [1]. Tomy gys#e BAMIHES BERKIMNYATH
B OPOrpaMy HAEMAHHA GCHOBHL CHCTEMHEL MOA0MEeHHA
3AXNCTY cBoix gannx i indwpmanii, Axa abepiraeTeea
HA KOMIT BOTep.

(cnoranit maTtepian. lcaye gra BRan sarpoz indop-
mAanifiali beaneni: nprpoaH] (BRODAAKOE]) 1 IITYHHD
creopeHi. o nprpogHEx BiGHOCATE 38rpo3H, WO HE
BANMEMATE B THIHHN NOHEHA, NOBHE, 38MASTPYE,
a TaKox 201l abo BigMOBA TEXHIMHHYX NPHACTOCY BAHE,
NpOrpaMHi NOMATKH, EHX1J 3 1agy OpEcTpoiE ana abe-
piragHA indopManii nig ENarBoM 30ERIIEIX faKTOpiB.

Jna nhoro nepeafaveHo pedepeHe KOOIHEBAHHA 08~
gux (backup). Backup pexoMengyeTes agiiicHOBATH
HAa BOEHIMHIE HOoCil abo B sumppoBii xMapis, Togi opa
fizMHOMY IHNIEHH] KoM OTepa ICHYE MOBIHEICTE
BigHOENTH IHOpMAanin.

[pe cTeopeRH] pEsEpEEIY KOTiR Beofxi THO BEpaxo-
BVEATH HACTYIHIL YMOEN:

* SACTOTA CTEOPEHHA PEZEPEHHX KOMIH 3808 #HTE Bi

NACTOTH OHOBIEHHA IHOpMAanii;

aiepiraTn pezepeHi Konil HAa F0EHIMHIX pecypoax a

KIIEHTCEKNM IR VEAHHAM;

* NeplogHMHD DePEEiPATH pE3EPEH] KO HA Opanes-
IATHICTE.

Jpyruii rg sarpoz indopaaniiaol Geanexn —
IITYHHI, AKI, B CEQH Mepry, NOJLTAKTECA HA OB Fpy-
N — ENNAAKOB] (Mepes HEZHAHHA, Teped HeoDepems-

8

HicTR) i cienianeHi (Kpagixka | KoOinBaHHA TRQPOBNX
IOOKYMEHTIE, HECAHKIOIOHOBAHNA J0CTYI 00 indopaManii,
nepexolneHHA i nigpoixa indopmanii, xakepeksKi aTa-
KH, MBPpVEAHHA aHHEX T.1.).

PozraasemMo ocTAHHK FpYNY 2arpo3 — COEDIAMEHD
CTEOpeHI, i coocobn GopoTeOH 3 HEME.

¥ 6y op-AKOM0 KOPHCTYERYS KOMID EOTEDOM ICHYIOTE
thaiinn, AKI HEMOGEIHBO ELTHOBNTH, B pasi Ix sHHIeHAA.
Hanpaxnaz, diotorpadii, goxysmesnTtn, ocobreTi Bigeo,
pnacHi poapoben. e icayioTs dailnin 3 neEEEM pesn-
MOM CEEPETHOCT, AK HA JOMATHEOMY woMm® KTEpl, TAK
1 ma pofotmoMy — pobowi J0KYMeHTH, JOEYMEHT 2 J0ri-
HAMM i TAPOJIAMN Bif piaHHX peCcyPCiE TA IpOrpaM, gaHi
TpanzaEnil no kparrosamorasd. [lpn fimonipaoeTi amowy
KoM KTepE BIATaaeHo abo BNKPageHHa fore diamasHo,
ui thaiims MoEyTE Gy TH BREOPHCTAHI B AM0MHHEAX OUIAX.

Poarnrremo ciocobn saxuety indwpaanil gig Bu-
HOPHCTAHHA B PAli BREpajeHHA.

Hepuwiuii enocii — mMAGpPpYEAREA JAHAX, HATTPHEJIAT,
za gonomoron nporpas VeraCrypt, TrueCrypt i noaib-
grx [2; 3]. [Ipnxopyeanns dairis, 8 TAKOE MAIIDH,
B AKHX BOHH 3HAXOIATLECH, HAOPHEIAL, 33 JOT0OMOTOE0
nporpamn CyberSafe [4]. [Ipn sigeyraocTti worsoes mood-
PYEAHHA ¥ 3A0BMHCHIES HEMAE MOGKIREOCTL EIARPHTH
thafinm i BHZHASNTH CTYNiHE IX LIHHOCTI.

HApyeuil cnocii — BHEOPHCTAHHEA ATAPDATHHX TOHEe-
HiB, fuenr-HaKonEAyRaYA 3 napotem. B unomy eunagky
AOCTYI A0 KoM oreps 260 Io oxpeMix daiitin memo-
NHEH 683 NEOro HOCIA, HABITE AKIND 3T0EMHECHHEOBL
BigoMi TOTiH 1 DAp0AL KOPHCTYRE®A.

Tpemii cnociff — ICHYBAHHEA TEKLIEKOX MADOTIE,
NpH BEREJEHH] AKEXY BigDVBAETLCA BUKOHAHHA DIIHNX
CLIEHAPIIE.

Hemaepmuil cnocii — CTEOPEHHEA CHAAHERX DAPOTIE
Ha MECEHI#EepPAX, DaTKAX, AKCECYAPAX, EREOPHCTOBY -
BATH MeHeqHepH mapotie (KeyPass), Be noETOpREATH
NAPOTi i AMTOpHTMH IX CTEBOPEHHA.

Cnocofn saxrery HeobxigHo BHKOPACTORYEATH pa-
30M 2 Pe3EPEHAM KONiMBAHHEAM, ToJl € BeARKA iMoBIip-
HiCTE, [0 HABITE TP 30T0Mi :{nun"mepa i BMKpageHH]
thaiinis afo mMudpyEAHH] AAHEX ATOBMHECHIE HE IMOME
CHROPHCTATHCA IHMHE JaHEMH.
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Bucaosok. B nepiog inTencnerol mndposizanii exo-
HOMiEH EpaiHH OpH MacOBOMY HAEWAHHI HACETOHHA
KoM WTepHIA rpaMoTEOCT] HeofXiTHD BETHKY VBATY

NpHALTATH coocobaM saxuceTy i abepiragmn indopManii
Ha ocobucTHX KoMn' OTEpax TA rag#eTax.
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