
223 

 34.037 
 

        
       

 
  , 

         
  1 

    
  , 

  ,  
 dimasdv1974@gmail.com 

  ,  
     

   , 
   ,  

kalenichenkolida@gmail.com 
 

     –     
       . 
 ,        

     ( , ),   ( , , ), 
 ( , , )  [1].     

     .   . . ,  " "   
            ,     

  [2,  .  181].          
 ,         
     ( )      

  , , , ,  ,   
           .  

,    . 16   «   »,     
   ,   , , , 

, ’  ,   ,     
      ,      

       .      
        ,    

    [3].  ,      
      ,   

     . 
        10    

 [4],            55  
  [5].        ,   
   ,   ,   

 .    124      
  .   ,      

       [5]. 
    ,   ,       

  ,    -       
 -  ’ , ,       

[1].            
,  (  )      -  

.      , ’   .  
 ,    ( ,       
 ,         ), 



224 

 ( ,      ), 
 (         ). 

   ,          
            .  
 ,  ’        -    
  (  )   ’       

 . ,   ,      
       ,     

’            
.       ,     

 «           
»   [6],   ’     ,   ,    

     .  
       –  

     -      
-    .    

        .   
      , ,  , 
   - .       

       - .    
       : )  

 ( )  ; )   ( ) 
 ; )  .      

         
  .       

 .         
        .   

    ,      «   
        » [6],  ’  

   ,  ,      
            

. 
      ,    -  

       ,  
 ,         ,   
           

[7]. 
 

 
1.  . . -      
             

 /  . URL: https://minjust.gov.ua/m/str_9254 (  : 
11.06.2022). 

2.  . .            
.   : . . . . : -     . . .  

 , 2001. . 9. . 179–185.  
3.    :    02.10.1996 .  393/96- .  

: 01.01.2022. URL: https://zakon.rada.gov.ua/laws/show/393/96-
%D0%B2%D1%80#Text (  : 11.06.2022). 

4.    :  10.12.1948 .  : 10.12.1948 // 
URL:  https://zakon.rada.gov.ua/laws/show/995_015#Text (  : 11.06.2022). 

5.   :  28.06.1996 .  254 /96- .  : 01.01.2020. 
URL: https://zakon.rada.gov.ua/laws/show/254%D0%BA/96-%D0%B2%D1%80#Text (  

: 11.06.2022). 



225 

6.            : 
   23.02.2006 .   3477-IV.  : 02.12.2012. URL: 

https://zakon.rada.gov.ua/laws/show/3477-15#Tex t(  : 11.06.2022). 
7. -  . .   « ,  »    
   :  . . 2015.  1. URL: 

https://iadvocate.com.ua/pravo-na-sud-vstanovlenyj-zakonom-yak-strukturnyj-element-prava-na-
spravedlyvyj-sud-ukrayinskyj-kontekst/ (  : 11.06.2022). 
 
 

 32.019.51:323.28:323.2(477)(045) 
 

THE PHENOMENON OF INFORMATION TERRORISM AS ONE OF THE 
THREATS TO THE NATIONAL SECURITY OF UKRAINE 

 
Sopilko Iryna Mykolayivna, 

Dean of the Faculty of Law  
of the National Aviation University, 

Doctor of Law, Professor, 
sopilko_i@ukr.net 

Lykhova Sofiia Yakivna, 
Head of the Department of Criminal Law and Procedure,  

Faculty of Law,  
National Aviation University,  

Doctor of Law, Professor, 
k_kpipp@ukr.net 

 
The rapid development of information technology, the scale of global telecommunications 

networks and the process of building an information society have led to new threats in the 
information sphere, one of which is the use of emerging opportunities in terrorist activities that 
harm vital interests of people, society and the state. In such conditions, the level of threat of 
information terrorism in the information space is growing rapidly. It is indisputable that today the 
Internet has complicated the protection of information resources. Terrorist groups and individual 
terrorists around the world enjoy its features and benefits, trying to influence both domestic and 
foreign policy of states, using a variety of information technologies to achieve their criminal goals. 
The legal literature indicates that the availability of information technology significantly increases 
the risks of information terrorism, and the development of society's information infrastructure 
contributes to additional risks of information terrorism, which in today's globalization and 
internationalization world is extremely destructive. The problem of combating information 
terrorism requires an analysis of various crisis phenomena and the structure of terrorism itself as a 
phenomenon that has come a long way from suicide bombers to terrorist organizations that commit 
terrorist attacks that kill large numbers of people and use information to intimidate large numbers 
people. Therefore, the study of the phenomenon of information terrorism in the context of 
information security is an important issue of national security. Information terrorism gives rise to 
new phenomena that are being studied by modern scientists. 

Law enforcement agencies, within their competence, are obliged to counter the threat of 
information terrorism. The main threats in the field of information terrorism are mainly foreign 
states, international terrorist and other criminal groups and organizations that take advantage of 
the underdevelopment and weakness of the relevant state structures. It is no coincidence, 
therefore, that modern information terrorism is characterized as a multitude of information wars 
and special operations involving national or transnational criminal structures and foreign 
intelligence services. 

The legislation of Ukraine does not contain a definition of information terrorism. The Law of 
Ukraine «On Combating Terrorism» contains the concept of «technological terrorism», which does 
not coincide with the definition of «information terrorism», and the Law of Ukraine «On Basic 


