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TTPAKTUUYHA OLIIHKA PEAAI3AILIII PO3ITOAIAEHOT'O
KPUITTOAHAAI3Y B YMOBAX OBMEKEHUX PECYPCIB

Biraaisi HocoB, Bacuas Ayanx, Terarna Koaicauk, Cepriti Kassaxia, Biraair CBiramaHur

Onepantusti nidposoiny 610n08i0Hux cHeyianbHux caynb i opearis 0epicasHoi 6.1adu npu 30LlcHeHH: c80iX N08H06a-
HCHD UACIIO CHIUKAONIbEA 13 3a0ater0 30LICHEHHA KPUNIMOaHANI3) ompuMarix samugposarux danux. Ha npaxmuyi
onepanmusre Kpunmozpagiure posKbumma maKux 0anux 3aeusati Mae 067 cymmiess 06emasl: S106YmHICHMb chelys-
ANB308aNHX OGUUCAI0BANBHUX PECYPEIS 1ia HAABHICHIb AUtie 00MENceH0T KinbKocmi nepconarstux komn'omepis 3 OC
Windows. Odnum i3 axmyanvrux cnocobie nidsuuerns eQpexmusHocni KpUnmoanatizy 8 maxux ymosax ¢ peasisa-
YiA napaneaviix posnooiaeHux KAiHm-cepeepiux o0uucAeHs Ha basi A0KaNLHOT MEPEINCT NEPCOHANBHUN KOMN 10716
pie 3 OC Windows, de cepsep uepes deaxuil inmepsan wacy posnodiafe 8uOIACHT NIOMHONCUHI NPOCHIOPY MONAUEUX
KAWYIE UUPPYBAHHA Mide AzeHMaMUl 8 A0KAAbHIIE MEPext, AKI 8 (8010 Uepey nepedaronty 3adauy nepebopy Kawuie
610110610111l A0KaAsHil npospami. 30iicHernuil neputuii enman npaxmuuroi oyinky sacmocynxy Hashtopolis ax inempy-
Merma po3nodiaeroeo Kpunmoananizy 6 ymosax obmencerux pecypeis. Hashtopolis ¢ npayesoammum y aoxanwiii
Mepeswi nepeoransx Windows xosn'womepis i mosce Gymu suxopucmaruii Ha npaxmuyi. 3pocmania meuoxocmi
napanensHux 0GuUcAeHs He € NPAMO HPONOPYIIHUM KINGKOCHI A2eHINI6, OCKIABKY 8UMPaacmeca Hac 1a Popmy-
BatiHA NIOMHONCUH HPOCIIOPY KAIOULE, IX1HbOZO D0CIIABACHHS AZEHINAM 111d OIPUMAtHAM Pe3yAbmariis nepebopy K-
uis. I Ipakmuuna oyinxa Hashtopolis nompebye nodanvuozo docnioancern spocmarims npodyxmusocmi tiozo pobonu
Y 3ANEHCHOCHIT 810 KIALKOCHIE ALEHIIIB, THILUX MIUNIE T€ULi6 T MUNI8 KPUNMOoanani3y (3a cao8HuKoM, KoMGiHosar i)
ma KoHmpot meMmnepannpu npoyecopis Ha azermcskux Mamurax. loenmugixosana sadava onmumansnozo 8u-
G0py 048 acenmis pomipy NiOMHONCUNHY NPOCIIOPY MONCAUEUX KAIOUIE 6 3ANCHCHOHIE 610 KIABKOCIIE dcetinis, ix
1O7I0Y4HOT ULBUOKOHII 1EPEOODY, aN0PUIMY Tell) T MUY nepedop).

KuarouoBI caoBa: posnodinenuti kpunmoaranis, Hashtopolis, rews xaoua, msudxicms Kpunmoarnanisy, npaxmi-

YHa oyinKa.

BCTVYII

[[Tupoke BUKOPHUCTAHHA KPUITOIPAIIHUX CHC-
TEM CHEIAABHUME CAYKOAMU IHO3EMHHX ACPIKaB,
3AOYHMHHUMH OPTAHI3AIIAMYI 1 OKPEMUMH ITPABOITOPY-
IITHUKAMH OOYMOBAIOE IIOCTIHHY IIOTPEOY y PO3BIAY-
BAABHUX, KOHTPPO3BIAYBAABHHX 1 IIPABOOXOPOHHHUX
ONEPATHUBHUX ITAPO3AIAAX BIAIIOBIAHUX OPIaHIB A€p-
’KABHOI BAAAM IIPH 3AIFICHEHHI CBOIX ITOBHOBAa/KCHB
IIPOBOAUTH KPHIITOAHAAI3 OTPUMAaHHUX 3aIIudpoBa-
HUX AQHUX.

[Ipore ma mpakruii oneparubHe kpurrrorpadi-
YHE PO3KPUTTA TAKUX AAHHX 3a3BUYAll Ma€ ABI CyTTEBI
O0OCTaBUHH: BIACYTHICTD CIIEIIAAI30BAHUX OOUMCAIO-
BAABHUX PECYPCIB Ta HafABHICTb AHIIIE OOMEKEHO]I Ki-
AbkocTi mepcoraabHux komir'rorepis 3 OC Windows.
B Takmx ymoOBax OAHHM 3 aKTYaABHHX CIIOCODIB ITiA-
BUILEHHA e(PEKTUBHOCTI KPUIITOAHAAIZY € peaAl3ariis
ITAPAACABHUX PO3IOAIACHUX KAIEHT-CEPBEPHHX O00-
YHCACHDb Ha 0a31 AOKAABHOI Mepeiki IIePCOHAABHIX
komi'torepis 3 OC Windows, Ae cepBep depes ACAKHIT
IHTEpBAA YaCy PO3IIOAIAAE BHAIACHI ITAMHOKHUHI
IIPOCTOPY MOMKAUBUX KAIOYIB ITH(PPYBAHHA MIK are-
HTAMI B AOKAABHIM Mepe:xi, fKl B CBOIO UEpIy IIepe-
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AAIOTh 3aAa4y IIepebOPY KAIOUIB BIAIIOBIAHII AOKaAb-
HiIT IIporpami.

OCHOBHA YACTHHA

B [1] 3 Touku 30py orepaTHBHOCTI i HAABHUX 00-
MEKEHb 3aCTOCOBHOCTI AAfl CHCTEMH PO3IIOAIACHOTO
KPHIITOAHAAI3y OYAO cPOPMYABOBAHI TaKi BUMOTH:

— MaKCHMaAbHA VHIBEPCAABHICTH AO THIIB 3a-
mu@POBAHNIX AAHUX;

— BIAKpHTI BHXIAHI KOAH 1 Alll€H3iA BIABHOTO
IIPOIPAMHOTO 3a0€3IICUCHHS;

— yHKIIOHYBaHHA HA PI3HUX ITAATOPMAX;

— 00YHCAEHHA AK HA IIEHTPAABHUX, TaK 1 Ha Tpa-
ivYHIX TPOIECOPaX KAIEHTCHKHX ITI€PCOHAABHHUX
KOMIT FOTEPIB;

— OC Windows Ha KAIEHTCPKHX IEPCOHAABHIX
KOMIT FOTepax;

HEOOMEKEHA KIABKICTD KAIEHTIB.

Haii6iAbmr yHIBEpCAABHHM METOAOM KPHIITOAHA-
Ai3y PI3HHX THINB 3ampPOBAHUX AAHUX € BHAY-
YCHHSA €Iy KAIOYA MupyBaHHA 13 PI3HUX 00 €KTIB
sammdpoBaHux AaHux (takux fAx *.pdf, *.7z, *.zip,
*.rar, *.docx, 1 1H.) Ta 00YNCAEHHSA Terty Bia IMOBIPHIX
KAFOUIB AASl IOPIBHAHHSA HOTO 13 BUAYICHHM.



3AXVICT IHOOPMALIIL, TOM 25, Ne 1, CIMEHb-BEPE3EHD 2023

BurmenaBeaeHuM BHUMOraM  BIATIOBIAQIOTH  Taki
AOKAABHI IIPOTPAMHI IHCTPYMEHTH IIEPEOOPY KAIOUIB,
Ak Hashcat [2] 1 John the Ripper jumbo release (JtR)
[3]. Aaf HEX pO3pOOACHI B3aEMHO CYMICHI CKPHIITI
BHAYYEHHSA I€ITy KAIOYA 13 BEAHKOI KIABKOCTI THIIB
sammdpoBanux AaHuX [4, 5]. B [1] 3asnaueno, 1o iH-
CTPYMEHTAMH PO3IIOAIAEHOTO KPUIITOAHAAI3Y, fAKI Cy-
micHi 3 Hashcat a6o JtR i 3aA0BOABHAIOTH BCTAHOBAC-
HuM Bumorawm, €: Hashtopolis [6], Fitcrack [7], Crack-
lord [80], GoCrack [9].

3araAbHOIO METOFO KOMITAEKCHOTIO AOCAIAKECHHSA
€ IPAaKTHYHA OIHKA ¢(DEKTHBHOCTI 3a3HAYCHHX 32-
CTOCYHKIB PO3ITOAIAGHOTO KPHIITOAHAAI3Y, KA AOCH-
ra€ThCA YePe3 IMOCAIAOBHY OIIHKY PeaAi3arlii KOKHOTO
3aCTOCYHKY, BHOIp KpuTepiro epeKTHBHOCTI 1 IX B3ae-
MHOTO HOPIBHAHHSA 32 OOPAHHM KpPHUTEPIEM.

ITeprmm AAfL OIHKKI OYAO OOPaHO 3aCTOCYHOK
Hashtopolis, Ak ckAaAa€TbC 3 ABOX YaCTHH: KAie-
HTCBKOTO areHry, mo Hamucanuii Ha C# abo Python
ta PHP/CSS cepsepy, sikuil Hapae rpacpiauamii intep-
defic ypaBAiHHA aAMiHICTpaTOpA 1 KEpye 3'eAHAHHAM
13 KAleHTChKMMHU areHTamu. Ha croponi kaieHTa
Hashtopolis-arenT kepye 3amyckom i3 HEOOXIAHIME
mmapamerpamu yruaitu Hashcat, sika aae smory peaai-
30BYBATH ATAKU II€pPeOOPY KAFOUIB Ha Oiabm HiK 200
AATOPHUTMIB I'€IITyBAHHA.

AAfl peaaisarii aTaKH KPUIITOAHAAI3Y ITOIIEPEA-
HBO 3 BUKOPUCTAHHAM CKPHUIITIB [4, 5] BUAOOYBa€eThCA
rem kAroda ImudpyBaHHA 3 OAOKy 3armmndpOBaHUX
AAQHUX.

[Ipakrmana oninka peaaizanii 3acrocynky Hash-
topolis 3AlficHIOBaAACh Ha 0a31 AOKAABHOI KOMIT'FOTE-
proi Mepexi 3 21 mepcoHaABHOIO KOMIT'IOTEpPA, fKI
MaAM Taki OCHOBHI ITapaMeTpH:

— omnepamifina cucrema: 64-bit Windows 7 Pro-
fessional Service Pack 1;

— mnporecopu: Intel® Core™ i5-4590 CPU @
3.30 GHz 3.30 GHz;

— omneparusHa mam’a16: 4,00 I'b.

3araAbHUI ITOPAAOK BCTAHOBACHHS CEpBEpa Ta
kaienTa Hashtopolis 3aznadeno B [6]. B ekcnepumerni
y AKOCTI CepBepa Uepes3 CEPeAOBHINE BIpTyaAl3arrii
Oracle VM VirtualBox 6yaa BcraHOBAEHA BIpTyaAbHA
maruaa 3 OC Kali Linux Light 64 Bit, B Axitt crioga-
TKy OYAH BCTAHOBACHHI OHOBACHHSA Ta 'OCTBOBE AO-
ITOBHEHHS:

# apt update && upgrade -y

# apt install virtualbox-guest-x11

Aaai 3 BiarosiarOTO perrosuropirto MySQL APT
Repository Oys saBamTaskennii .deb makyHOK 1 BCTa-
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HoBAeHO B cuctemy MySQL cepsep Bepcii 5.6 3 mapa-
merpamu: Debian jessie (8); enable old packages:

# dpkg -i / PATH / mysql-apt-config _ 0.8.12-
1_all.deb

# apt-get update

# apt install mysql-server

Aaai GyAO BCTAHOBACHMI 1 3aIyIleHU 3 HEOO-
XIAHIMI MOAyAfiMH BeO-cepBep Apache 2 Ta BeO-iH-
tepderic phpMyAdmin aas aamiicTpyBamusa My-
SQL:

# apt install apache2

# apt install libapache2-mod-php php-mysql php
php php-gd php-pear php-curl git curl

# service mysq]l start

# cepsic mysq] status

# apt install phpmyadmin

Beb-inrepdetic phpMyAdmin BcraHoBArOBaBCA
3 mapametpamu: apache2; configure database for php-
myadmin with dbconfig-common - yes; setup pass-
word for administrator phpMyAdmin.

MySQL cepBep HaAaIITOBYBaBCA YEPE3 KOMAHAY:

# mysql_secure_installation

[Tapamerpu: validate password plugin? — n; chan-
ge the password for root? — n; remove anonymous
user? — y; disallow root login remotely? — y; remove
test database? — y; reload privilege tables now? —y.

bys samyrmenmnii Be6-cepsep Apache 2 Ta BcraHO-
BAeHHUI aBro3aryck Apache 2, MySQL:

# service apache?2 start

# service apache?2 status

# update-rc.d apache2 enable

# update-rc.d mysql enable

Cepsepra uwactuaa Hashtopolis BcranoBAroBa-
AACh YEPe3 KOMAHAM:

# git clone https://github.com/s3inlc/hashtop-
olis.git

# cd hashtopolis/stc

# mkdir /var/www/hashtopolis

# cp -t */var/www/hashtopolis

# chown -R www-data: www- data /var /www/
hashtopolis

Craprosa cropinka Hashtopolis aas BeO-cepsepa
OyAa BCTAHOBACHA IIAAXOM 3aMiHm psaka "Docu-
mentRoot / var /www /html" ma "Document Root
/var / www/hashtopolis" y caiiai kordiryparuii 000-
default.conf:

# cd /etc/apache2/sites-enabled

# nano 000-default.conf

# service apache2 restart
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Yepes Beb intepdeiic phpMyAdmin: http://lo-
calhost/phpmyadmin, 6y crBopeHuii 0OAIKOBHIT 32-
nnc xopuctyBada (puc. 1) 1 6asa aannx hashtopolis
(puc. 2) 3 MAKCUMAaABHUMU IIPUBIACAMHU.

B iseives locaition: 3306

Settings

php

ARGl @ Databases SQL 4 Status User accounts &4 Export sl Import Binary log

Recent Favorites
.. User accounts overview  User groups
New
4~ hashtopolis
. information_schema
+_ mysal
. performance schema
+_ phpmyadmin
sy

User accounts overview

User name  Host name Password Global privileges (. User group Grant Action
hashtopolls focalnost  Yes. wstse No

ion localhost  Yes pEL No

& Remove selected user accounts

mConSolek all active privileges from the users and delete them afterwards,

Puc. 1. CrBopenna 0OAIKOBOTO 3aIIHCY KOPHCTyBada root

Bl C7Server localhost:3206

php
&ale 38 Databases || SQL |4 Status =& Useraccounts .. Export .. Import
Recent  Favorites
Databases

— py New

4. hashtopolls

1

. information_schema 4 Create database @

09 mysal Collation |
. performance_schema

Create

T_ Rhpmyadmin Database Collation Master replication Action

#d sys _
hashtepolis utfinhd 8988 ai ci o Replicated =1 Check privileges
information_schema  utfd general ci 7 Replicated = Check privileges
mysql utidnbd 8998 ai i o Replicated sy Check privileges
performance schema  utfd general ci o Replicated o Check privileges
phpmyadmin utidnbd 8998 ai i o Replicated sy Check privileges
sys utfd general ci o/ Replicated & Check privileges
Total: 6 wtfBubd_B988_ai ci

1 Checkall  With selected: | Drop

Puc. 2. CrBopenns 6asu Aannx hashtopolis

Hashtopolis-cepsep uepes Beb inrepdeiic http:/
/localhost/ GyB BCTAHOBACHUI HACTYIIHUMH KOMAH-
Aamm: “Install Hashtopolis / <, “Server hostname: lo-
calhost”, “Server port: 33067, “MySQL user: hashtop-
olis”, “MySQL password: ****” “Database name:
hashtopolis”, “/ Continue / Create Admin Usetr”,
“Username: admin”, “Email Address: admin @ test.
eu”, “Password: ¥+ </ create”. V pesyabrari rpa-
iunamit inrepderic kepysanua Hashtopolis-cepse-
pPOM CTaB AOCTYyIIHHM 3a IIOCHAaHHAM http://lo-
calhost.

Aaal Ha kaierTchKEX Windows MarmHax OyAn
scranoBAeHnit OpenCL aApaiisep Bepcii 16.1.2_x64
Aars rpadiunoro nponecopy Intel GPU Ta cepeao-
Burte Python 3.7.2 3 HEOOXIAHHMI MOAYAAMI:

> python -m pip install requests psutil wget
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V cepsepniit vactuni Hashtopolis gepes menro
Agent/New Agent Oyau crBopeni 0OAIKOBI 3arcu
AAf 21 KAl€HTA IIIAAXOM reHeparii Baydepis aBTOpHu3a-
il (puc. 3).

Add new agent
To 3dd new agents provide them with  valid voucher and downioad a client
Used vouchers are automaticaly deleted to prevent double spending.

It you are asked to provide the APl url on the client to connect to, you need to enter the Tollowing:
ttps//localhost/apisserver

Clients
ID  Version Type Operating Systems Fllename
1 0.4.0 python Windows, Linux, 05 X hashtopolis.zip
o
Vouchers
k4IvGe 24.03.2019, 13:49:43 Delete

Puc. 3. Peecrparia na Hashtopolis-cepsepi arentis aas
KAIEHTCHKUX MAIIIHH IIIAAXOM CTBOPCHHS BayduepiB

Ha xaientcpkux Windows marmmaax OyB crBOpe-
Huii katasor hashtopolis, saBanTaKeHmiz i3 cepBepy
arenT hashtopolis.zip 1 3apeecTpoBanuii uepes 3ape-
3€pPBOBAHUII Baydep KAIEHTA:

> mkdir c:\hashtopolis && cd /D c:\hashtopolis

> python -m wget http: // 192. 168. 110. 141 /
agents.php?’download=1

> python hashtopolis.zip --utl http: // 192.168.
110.141/api/server.php --voucher XXXXXX

V pesyaprari Ha Hashtopolis-cepsepi y posaiai
Agents/Status BIAOOPa3HAUCE CTATYCH YCiX AreHTIB T2

TEMIIEPATypH  IIPOIIECOPIB  KAIEHTCHKHX — MAIINH
(puc. 4).

X, Hashtopolis  Agents = Tasks = Usts = Files Chunkactiviy Grackers = My Account = Conflg = sers - @
Agents Status (21)

Devices Util
|o|o‘o|o|o|¢‘o|w|o‘u‘w|o
| S | ® ® | P ° ® ® @ | @ ‘

 Utiity s good {> 90%) Uity low <= 75%) Agent ks not active Agent s active but mInvalid data from

Utllity not ideal (<=
1%) agent or values being 0

not working or na data
is available

Devices Temperatures

 Temperature oo high
(> 80°C)

m Temperature good Agent s not active

{==70°C)

Temperature
accsptable (<= 80°C)

Hashtapolis: 0.10.1+repository - About - Help
Support us: BTC 150i3X5LAVPa552yygelfaNTMFTVA26Zal - ETH 0x0683Ae756 1ADT63eF58019C37deB675 TbDAZBCOC - PayPal

©2016-2019 s3inic - Hashtopolls

Puc. 4. BinoOpaxeHHs CTATyCy aKTHUBHOCTI areHTiB Ta
TEMIIEPATYPU IIPOLIECOPIB KAIEHTCHKUX MAIIIIH

Aaai y posaiai Lists/New hashlist cepsepa aas
HOBOTO hashlist OyB BkazaHMIT THII AATOPUTMY I€IIIB
MD5, 3zaBaHTa)EHHII TECTOBUH TEKCTOBHH (pafia
rerr-3aagens exampleMDb5 hash, axuit micrus 6494
remriB kArouiB 3 dariay exampleO.hash yruaitu hash-
cat-5.1.0 (puc. 5).


http://192.168.110.141/
http://192.0.0.168/
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X, Hashtopolis  Agents - - Uists - o - MyA Users - .,

New hashlist
Property Value & Moo

Name:

Hasheype 0-Mos

Hashiist format:

e it's sortod)

URL downioad

Access 0roup whore the Lask baiongs Lo Delault Grou

File to upload: Srowse.

o file selected.

Create hashiist

Prc. 5. 3apanTaxeHnHs mepeAiky
TCIIIB AASl KDHITTOAHAAIZY

Ha cepsepi y posaiai Task/New task 6yro crso-
PEHO HOBE 3aBAAHHSA AASl ATCHTIB 3 TAKHMI IIaPaMET-
pamm: “Attack command: -D 1 —a 3 #HL# ?ararar
arara”, “Is CPU only task: Yes” (puc. 6), fixi 3aAar0Tb
AAf yruAiTa hashcat-5.1.0: BukopucroByBaty menrpa-
ABHHE 11poriecop, tun remris - MD5, nepebuparu
KAIOU1 3aBAOBKKH O CUMBOAIB 3 aAdaBiTy:

abcdefghijklmnopqrstuvwxyz

ABCDEFGHIJKLMNOPQRSTUVWXYZ

0123456789

MHSY &' )*+,-./5<=>?@[\]"_"{| } ~

Task details

Turn on auto-reload

Property Value

o o

Name: Testo a

Attack command
Task Notes

Chunk size: 600
Number of Chunks. 0
Color, * L]

Benchmark Type: Speed Test

Status bmer. 5 seconds

Puc. 6. CrBopeHHs 3aBAAHHA AAA aT€HTIB

Aaaiy posaiai Task/Show Task/Assigned agents
Yepe3 CHAAHHUN CIIHECOK OYAO IPHU3HAYEHO 3aBAAHHSA
arenTy nepioi marmuan. [IIBuAkicts iepebopy rermis
MOYKAUBHUX KAIOYIB HA OAHIM MAIIIMHI CTAHOBUAO OAH-

3pko 73 MH/s (puc. 7).

8.110.141/api/server.php --voucher UVmiFaN

Sending keepalive progress to avoid timeout...

Progress: 91.71% Speed: 73.00MH/s Cracks: 0 Accepted: 0 Skips: 0 Zaps: 0
Progress:100.00% Speed: 72.93MH/s Cracks: 0 Accepted: 0 Skips: 0 Zaps: 0
finished chunk

Tient is up-to-date!

start chunk. ..

Sending keepalive progress to avoid timeout...

Progress: 91.48% speed: 73.10MH/s Cracks: 0 Accepted: 0 Skips: 0 Zaps: 0
Progress:100.00% Speed: 73.07MH/s Cracks: 0 Accepted: 0 Skips: 0 Zaps: 0

finished chunk
Iclient is up-to-date!

Puc. 7. [1IBuakicTs 11epeOOPY IEIIIB MOKAUBUX KAIOUIB
HA OAHIH MAITTHHI
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AeTaAl BUKOHAHHS 3aBAAHHS aT€HTOM OYAH BIAO-
OpakeHI Ha cepBepl y BUIASAL Tpadpika, A¢ BHAHI 9a-
COBI I1ay3U B OOYNCACHHSAX, 1110 OB'3aHI 3 OTPUMAH-
HAM areHTOM HOBOI miamMHOxmHH (chunk) mpocropy
MOKAMBHUX KAFOUIB (pHC. 8).

Task Speed

Assigned agents

D Hame Ben:

ctivity Ac

19, 18:5433 | Unassign

Dispatched chunks (showing active only - show latest 100)

1D Start  Length  Checkpolnt Progress  Agant  Dispatch time Lastactivity Time spant  State  Cracked  Action

566161 4NSS1  SEG1GD(0.00%) 000 % HPOL 22.00.2019, 1805403 {no ctivity) Hew

Puc. 8. [1IBEAKICTE BUKOHAHHA 3aBAAHHSA aT€HTOM

ITo mipi mpu3HAYEHHA 3aBAAHHA areHTaM IIACY-
MKOBa IIIBUAKICTB IIEpeOOPY KAFOUIB 3pocTaa (puc. 9)
Ta CTabiAI3yBaAach IIPU BKAIOYEHHI BCIX areHTiB

(puc. 10).

Visual representatior

Task Speed
-
Assigned agents
L Name Benchmark Speed Keyspace searched Time spent Cracked Last activity Action

Set 0.00 s 9102150 (11.18%)  00:53:56 0 22037019, 195030 | U

Set| 73.19MWs 19109760 (23.46%) 004710 2 22.03.2019 19:5029

0.00Hs 920292 (1.13%)  00.04:24 0 22032019, 19.50:29

Set 0.00 s 666715 (0.82%)  00:04:54

0 22032019, 19:50:26 | U

ns-08 0 22032019 19:50:33 | U

Puc. 9. 3pocramas mACYyMKOBOI IIBUAKOCTI
11epeGoPy KAFOUIB IPH IHAKAFOYCHHI HOBHX arc¢HTIB

Vcepeanenns 3a 380 cekyHA poOOTH ITACYMKO-
BOI IIIBUAKOCTI ITIepeOOPY KAIOUIB PO3IIOAIAEHOI CHC-
temu 3 21 arentom (1abA. 1) AO3BOAHAO OTpHMATH
3HaveHHA mBUAKOCTL 895 MH/s.
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Task Speed

Puc. 10. Crabiaizariis maAcyMKOBOL
IIBHAKOCTI IIepebOPY KAIOUIB

B CHOBKU

3acrocynok Hashtopolis € npanespataum y Ao-
KaAbHIHM Mepesxi mepcorarpaux Windows komim'rore-
piB 1 MOXKe OyTH BUKOPUCTAHHI HA IIPAKTHIIL.

3pocTaHHA MBUAKOCTI ITAPAACABHIX OOYNCACHD
HE € IIPAMO IIPOIOPIINHUM KIABKOCTI aT€HTIB, ITIO Bl-
ATIOBIAA€ OYIKYBAHHAM, OCKIABKH BHUTPAYA€ThCA UaC
Ha (POPMYBaHHA IAMHOKHH IIPOCTOPY KAIOUIB, iX-
HBOTO AOCTABACHHSA areHTaM Ta OTPHUMAHHAM PE3yAb-
TaTiB IEPEOOPY KAFOUIB.

Ta0aums 1
3acikcoBaHi IACYMKOBI IIBUAKOCTI IIepebopy karouis Ha mpotasi 380 cexyHA 3 inTepBasom 10 ¢
Time 19:49:20 |19:49:30 (19:49:40 (19:49:50 (19:50:00 [19:50:10 {19:50:20 [19:50:30
Speed, MH/s 647 884 957 718 942 795 712 875
Time 19:50:40 |19:50:50 (19:51:00 [19:51:10 (19:51:20 [19:51:30 {19:51:40 [19:51:50
Speed, MH/s 862 1102 325 1211 653 1050 745 1056
Time 19:52:00 |19:52:10 (19:52:20 [19:52:30 (19:52:40 [19:52:50 {19:53:00 [19:53:10
Speed, MH/s 821 984 824 905 580 1058 431 872
Time 19:53:20 |19:53:30 (19:53:40 [19:53:50 [19:54:00 [19:54:10 {19:54:20 [19:54:30
Speed, MH/s 584 1295 660 1216 739 1055 1052 739
Time 19:54:40 |19:54:50 |19:55:00 [19:55:10 [19:55:20 [19:55:30 {19:55:40 [19:55:50
Speed, MH/s 971 985 1097 903 821 895 1140 1141
Time 19:56:00 |19:56:10 |19:56:20 [19:56:30 [19:56:40 [19:56:50 [19:57:00 -
Speed, MH/s 830 895 973 1050 1050 819 500 -

IIpakrmana omiaka Hashtopolis morpedye moaa-
ABIIIOTO  AOCAIAKEHHS 3POCTaHHA IIPOAYKTHBHOCTI
HOro pobOTH Y 3aACKHOCTI BIA KIABKOCTI areHTiB, iH-
IIMX TUIIB I'CIIiB 1 THIIB KPUIITOAHAAI3Y (32 CAOBHH-
KOM, KOMOIHOBAHHI) Ta KOHTPOAIO TEMIIEPATypH
IIPOIIECOPIB HA ATEHTCHKUX MAITTIHAX.

HeoOxiane BupileHHA 32A29i OITHMAABHOIO
BHOOPY AAf AT€HTIB PO3MIPY IHAMHOKHUHI IIPOCTOPY
MOKAUBUX KAFOUIB (chunk) B 3aAesHOCTI BiA KIABKO-
CTi areHTiB, X IOTOYHOI IIBUAKOCTI IIepebOpPY, AATO-
puTMY Tery i tuiry mepebopy.
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A PRACTICAL EVALUATION OF THE
IMPLEMENTATION OF DISTRIBUTED
CRYPTOANALYSIS IN THE CONDITIONS
OF LIMITED RESOURCES

The operational units of relevant special services and pub-
lic authorities frequently encounter the task of cryptanaly-
sis encrypted data during the execution of their duties. In
practical terms, the operational disclosure of such data
through cryptographic means typically faces two significant
challenges: limited specialized computing resources and
the availability of only a restricted number of personal
computers operating on the Windows operating system.
To enhance the efficiency of cryptanalysis under such cir-
cumstances, one of the most pertinent approaches is the
implementation of parallel distributed client-server compu-
ting within a local network of Windows PCs. In this setup,
the server assigns specific subsets of the potential encryp-
tion key space to agents within the local network at regular
intervals. Subsequently, these agents delegate the task of
key searching to their corresponding local programs. The
initial phase of practical evaluation has been conducted to
assess the Hashtopolis application's viability as a tool for
distributed cryptanalysis under resource-constrained con-
ditions. Hashtopolis demonstrates operability within a lo-
cal network of Windows PCs and holds practical utility.
However, the increase in parallel computing speed is not
directly proportional to the number of agents involved, as
additional time is required for the subset formation, distri-
bution to agents, and retrieval of key search results. Further
investigation is necessary to evaluate Hashtopolis effec-
tively, taking into account the performance growth in rela-
tion to the number of agents, different types of hashes, var-
ious forms of cryptanalysis (dictionary-based, combined),
and monitoring the temperature of processors on agent
machines. Additionally, determining the optimal selection
of subset size within the potential key space for agents,
based on factors such as the number of agents, their cur-
rent search speed, the hash algorithm employed, and the
type of search, poses a distinct challenge.

36

Keywords: distributed cryptanalysis, Hashtopolis, hash,
cryptanalysis speed, practical assessment.

Hocos Biraaiit BikropoBuy, kaHANAAT TCXHIYHHUX HAVK,
AOLIEHT, IIpodecop KadeApH IPOTHAI KIDEP3AOIHHHOCT
XapKIBCHKOTO HAITIOHAABHOTO VHIBEPCHTETY BHYTPIITHIX
cIIpas.

Vitalii Nosov, Candidate of Technical Sciences, Associate,
Professor of the Department of Combating Cybercrime of
the Kharkiv National University of Internal Affairs.
E-mail: vitnos@ukr.net.

Otcid ID: 0000-0002-7848-6448.

Ayunx Bacuap €¢dpimMoBUY, AOKTOP EKOHOMIYHUX HAVK,
poecop kadeApu IpoTHAIL KiGep3AoIHHHOCTI XapKiB-
CHKOT'O HAITIOHAABHOTO YVHIBEPCUTETY BHYTPIIIIHIX CIIPaB.
Vasil Luchik, Doctor of Economic Sciences, Professor of
the Department of Combating Cybercrime of the Kharkiv
National University of Internal Affairs.

E-mail: luchik-vasil@ukr.net.

Orcid ID: 0000-0002-1997-0272.

Koaicauk Terana IlerpiBHA, KAHAMAAT IIEAATOITYHUX
HayK, AOIIEHT, AOLIEHT KadpeApPH IIPOTHAIL KIDEP3AOIHHHO-
c1i XapKiBCHKOIO HAITIOHAABHOTO VHIBEPCHTETY BHYTPIIII-
HIX CIIpaB.

Tetiana Kolisnyk, Candidate of Pedagogical Sciences, As-
sociate, Associate of the Department of Combating Cyber-
crime of the Kharkiv National University of Internal Af-
fairs.

E-mail: ktp201505@gmail.com.

Orcid ID: 0000-0002-7442-81306.

Kaaakin Cepriii Boaoanmuposuy, Bukaasad kadeapu
HIPOTHALE KiOep3aounHHOCT] XapKIBCHKOIO HALIOHAAB-
HOTO YHIBEPCHTETY BHYTPIIITHIX CIIpaB.

Serhii Kaliakin, Lecturer of the Department of Combat-
ing Cybercrime of the Kharkiv National University of In-
ternal Affairs.

E-mail: svkalyakin@ukr.net.

Orcid ID: 0000-0002-7848-6448.

Ceitanunnii BiTtaaili AHaTOAIMOBHY, KAHAMAAT TEXHIY-
HOX HAyK, AOLIEHT, AOLICHT KadpeApH HPpOTHAIL Kibep3ao-
YUHHOCTI XapKIBCBKOrO HAI[IOHAABHOIO VHIBEPCHTETY
BHYTPIILHIX CIIpaB.

Vitalii Svitlychnyi, Candidate of Technical Sciences, As-
sociate Professor, Associate Professor of the Department
of Combating Cybercrime of the Kharkiv National Univer-
sity of Internal Affairs.

E-mail: vit.svet@ukr.net.

Orcid ID: 0000-0003-3381-3350.



